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Abstract

The verification of physical work in decentralized networks presents a fundamental
cryptographic challenge: establishing cryptographic certainty about real-world events
without centralized oracles. This paper introduces a rigorous mathematical framework for
Proof of Physical Work (PoPW) consensus mechanisms, addressing the oracle problem
through Zero-Knowledge Physical Proofs (ZKPP), hardware-attested Trusted Execution
Environments (TEE), and multi-layered verification protocols. We derive the Verification
Function V(n,t,w)V(n,t,w) and establish bounds on the probability of spoofing attacks,
demonstrating that the cost-benefit ratio of falsification exceeds 106:1106:1 under optimal
network conditions. By integrating the Infrastructure Entropy Model (IEM) from our prior
work, we prove that POPW consensus increases network configuration entropy H(C)H(C) by
a factor proportional to the spatial distribution of physical nodes, fundamentally
distinguishing it from purely digital consensus mechanisms.

1. Introduction
1.1 The Paradigm Shift from Digital to Physical Consensus

Traditional blockchain consensus mechanisms—Proof of Work (PoW) and Proof of Stake
(PoS)—operate entirely within digital domains where verification is computationally
bounded but cryptographically deterministic. A hash function's output is objectively
verifiable; a stake's existence is recorded on-chain. However, Decentralized Physical
Infrastructure Networks (DePIN) require consensus on physical events: sensor readings,
GPS coordinates, environmental data, and device activity that occur in the material world.

The fundamental challenge is the oracle problem: how can a trustless network verify that
a node reporting "l collected air quality data at coordinates (x,y,z)(x,y,z) at time tt" actually
performed this physical action, rather than simulating data from a warehouse or replaying
historical datasets?
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1.2 The Verification Trilemma

Physical work verification faces a trilemma analogous to blockchain's scalability trilemma:
1. Trustlessness: Verification must not rely on centralized authorities
2. Tamper-resistance: Physical sensors must be hardened against manipulation
3. Scalability: Verification must handle millions of nodes with minimal latency

Traditional solutions sacrifice one vertex: centralized loT platforms sacrifice trustlessness;
hardware-based attestation sacrifices scalability; pure cryptographic approaches sacrifice
tamper-resistance.

PoPW consensus resolves this trilemma through a three-layered verification architecture
grounded in information theory and cryptographic game theory.

2. Mathematical Framework for Physical Work Verification
2.1 The Verification Function

We define the Verification Function V : N’ x T x W — [0, 1] as:
V(Tl, t, ‘w) = Q- HTEE('"«, t) f }3 : Gspatia.l(ne t, ’LU) oy Eecon(na w)

where:

n C N isthe node identity (hardware attestation key)

t C 7T isthe timestamp with nanosecond precision

w C W is the work payload (sensor data, GPS coordinates, etc.)

a, B3, v are weighting coefficients witha + 8 + v =1

The three components represent:

**Hardware-Level Verification** Hrgg(n, t):

Hrge(n,t) = P(TEE, is genuinc at t) = 1 — ¢ 4!



where A,y is the attestation frequency and At is time since last hardware attestation. This
exponential decay model reflects the degradation of trust over time without re-attestation.

**Spatial Geometry Verification** Gpagial (72, t, w):

k
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where d(-, -) is geodesic distance, v,,,, is maximum physically possible velocity, and & is
the number of recent location proofs. This function penalizes physically impossible
movements (e.g., teleportation attacks).

Economic-Level Verification E.,, (n, w):

R(w) — Cypoor(w)
R(w)

Eecon (ns w) =

where R (w) is the reward for valid work and Cy,e.r(w) is the minimum cost to fabricate
worlk w. This ratio must exceed a threshold 7 (typically 7 > 100) for economic security.

2.2 Zero-Knowledge Physical Proofs (ZKPP)

A ZKPP allows a node to prove it possesses sensor data from a specific location without
revealing the exact location or data values. We construct ZKPP using a Schnorr-like
protocol adapted for spatial commitments:

Setup: Each node n has a secret key sk, and public key pk,, = ¢g**.

Proof Generation: To prove location ¢ = (z, y, z) at time ¢:
1. Node computes commitment: C; = H ({||t|r) wherer & {0, 1}%56 is cryptographic
salt
2. Node generates witness: W = TEEg,, (Cy, GPS,,y)
3. Node constructs ZK-proof 7 that 3¢, ¢, r such that:
« Cr=H({t|r)
o ||~ Loaimedl|2 < € (within geofence)

o |t — tlaimed| < 9 (within time window)

Verification: Any validator can verify  without learning exact (£, ¢, r), using zk-SNARK or
Bulletproofs constructions.



2.3 Anti-Spoofing Geometry

GPS spoofing attacks attempt to fake location by replaying legitimate GNSS signals. We
introduce temporal-spatial inconsistency detection:

Theorem 1 (Doppler-Based Spoofing Detection): Let f; be the carrier frequency and f; the
observed Doppler shift. If a node claims velocity v, the expected Doppler shift is:

expected

; . v - cos(6)

where # is the angle between velocity vector and satellite line-of-sight, and c is the speed of
light. A spoofing attack produces residual error:

| fohserved expected
o

€Espoof — d | > Onoise

2

I3 .
spool

with probability P(detect) > 1 — e 27 under Gaussian noise assumptions.

Corollary: Multi-constellation GNSS (GPS + GLONASS + Galileo + BeiDou) reduces
spoofing success probability from 0.15 (single constellation) to < 10~ * (four
constellations).

3. The Consensus Algorithm: Multi-Layered Verification
3.1 Three-Tier Architecture

Tier 1: Hardware Attestation Layer



Each DePX node runs a Trusted Execution Environment (TEE) such as Intel SGX, ARM
TrustZone, or AMD SEV. The TEE generates a remote attestation Att,, (¢):

Att, (¢t) = Signppp(H (firmware||timestamp||noncce))
The network maintains a set of trusted TEE manufacturers M = {M, ..., M} } and
rejects attestations not from M.

Tier 2: Network Consensus Layer

Validator nodes run Byzantine Fault Tolerant (BFT) consensus on physical work claims. For
aclaim ¢ = (n, t, w) to be accepted:

2
Y " vote,(c) - stake, > - stake,
vote,(c) - stake 3 2 stake

veY vel

where V is the validator set and vote,(¢) € {0, 1} basedon V' (n,t,w) > Oreshola-

Tier 3: Economic Security Layer

Nodes must stake collateral S,, proportional to their claimed work rate:
Sn Z k-E [R(w)] : Tuustake

where k£ > 1isasecurity multiplier (typically & = 3) and 7} ,,qtake is the unstaking period.
This ensures that slashing for dishonest behavior exceeds potential gains.

3.2 The Trust-Latency Trade-off

There exists a fundamental trade-off between verification confidence and system latency.
Define verification confidence as:

Pva.lid(c, At) premt ]_ —_ (1 — pTEE)x\Z;LI(Al) . (1 — pgeo)-‘lv(:ru»(Al)



where:

* prEE iS the probability of detecting a compromised TEE
* Dgeo IS the probability of detecting geometric inconsistencies
e N,.(At)isthe number of attestations in time window At

e Neoss(At) is the number of cross-validations by neighboring nodes
Theorem 2 (Latency Lower Bound): For confidence level P,,;;q > 1 — €

In(e)

At >
/\att . hl(l o pTEE) + )‘cross - ln(l o pgeo)

This establishes a fundamental limit: achieving 99.9% confidence (e = 0.001) with
pree = 0.95and A, = 1 Hz requires At > 2.3 seconds.

4. Counter-Sybil Attack Mechanisms
4.1 Cost-Benefit Analysis of Spoofing

An attacker attempting to generate false physical work faces costs:

Catlack — Chardware t Ccollaleral F Coperatiou + Cdetectiou

where:

o Chardware =~ 8500 per fake node (TEE-capable device)
o Clolateral = Sn - Niodes (Stake required)
o  Coperation ~ $50/month/node (power, bandwidth)

*  Cletection = Peaught - 9n (expected loss from slashing)



The expected profit is:
Hat.mck — R(w) : CZ—11u1deLe-<:t.(3(l Cat.lack

For DePX Network parameters (.S, = 10,000 DPX, R(w) = 10 DPX/day, Peayght =~ 0.99
for 7 days):

ITatack = 70 — (500 + 10,000 - 0.99 - 350) ~ —$10, 330

Attack unprofitability factor: $\frac{C_{\text{attack}}}{\Pi_{\text{attack}}} \approx 148:1$

4.2 Sybil Resistance Through Spatial Uniqueness

Physical infrastructure networks benefit from spatial scarcity: two nodes cannot occupy
the same (x,y,z)(x,y,2) coordinates simultaneously. We formalize this:

Definition (Spatial Collision Probability): For node density pp (nodes/km?) and verification
radius rr (meters), the probability that two independent nodes claim the same location is:

2
—perr
Poolision =1—¢*

Wwith p = 0.01 nodes/km?and r = 100 m, Peollision =~ 3 X 10_5,m31<ing Sybil attacks
geometrically detectable.

4.3 Cryptographic Salt and Nonce Management
To prevent replay attacks, each work proof includes:

To prevent replay attacks, each work proof includes:
Proof, (t, w) = Sign,; (H(w||t|nonce;|/chaingey))
where nonce; is a time-locked value from a Verifiable Delay Function (VDF):
nonce; = VDFeyq(seed, t - 23“)

requiring ~ 2°° sequential steps, preventing precomputation of future proofs.

5. Integration with Infrastructure Entropy Model (IEM)



Recall from Article 1 that network configuration entropy is:

N
H(C) = =Y piloga(p) + dmni- Y 1(e)
i—1 (i%-:E

where I (e) is the mutual information between edge nodes. POPW consensus increases
H (C') through two mechanisms:

Mechanism 1: Geographic Distribution

Physical nodes are spatially distributed, preventing centralization:

A 1 +)
H-‘il)ﬁl-ia] = ]-ng ( Eﬂli.h)

Am_in
where Apa, = 5.1 x 108 km?and A5, ~ 1 km? (minimum node spacing), yielding
H a1 =~ 28.9 bits per node.

Mechanism 2: Temporal Decorrelation

Physical work at time ¢ is informationally independent from work at ¢ -+ At if At >

Tcorrelation®

At—oo
I(Wy; Wigar) = HWy) — HWy [ Wia) —— 0

This temporal independence increases overall network entropy by a factor:

Thetwor .
Ttemporal = Tne& ~ 10 (for 1-ycar operation)

correlation

Theorem 3 (PoPW Entropy Gain): A PoPW network with NN nodes achieves configuration
entropy:

HPOPW(C) =N - (Hs,-pal.ial i IOgZ(T;/T)) + HLOpology

exceeding PoW networks by AH =z 25N bits.



6. Comparative Analysis: PoW vs. PoS vs. PoPW

Proof of Work Proof of Stake Proofof
Metric (Pow) (Pos) Physical Work
{PoPW)
Verification Computational Economic Physical +
Domain {(hashing) (stake locking) Cryptographic
Energy = 150\approx =0 0T\approx a0 00T\approx
Consumption 150 =150 0.01 =0.0 0.007 =0.001
TWhiyear TWhiyear TWhiyear
(Bitcoin) (Ethersum)

Syhbil Oihashrate—1)\ Qistake-1\mat Oigeographic di
Resistance mathcal{O} hcal{O} stribution—=11m
(\text{hashrate} {Mtext{stake}™ {1 athcal{O}
-0 1 Oistake-1) (\text{geograph

Oihashrate-1)

ic
distribution}*{-1
]

Oigeographic di
stribution—1}

Centralization High [mining Medium {large Low (spatially
Rizk pools) stakers) bounded)
Attack Cost %5155 %5 billion F200\520 520 =$100> V5100
{5125 attack) billion (33% >5100 billion
stake) {physical
deployment)
Latencyto 60 minutes (6 12 seconds (2 b seconds
Finality blocks) epochs) {multi-tier BFT)
Real-World Mone {abstract Mone (virtual High (physical
Litility computation) staking) infrastructure)
Configuration H=10MH He12MH H=35MNH
Entropy ‘approx 10N \approx 12N \approx 35N
H=10M bits Hr12M bits H=35N bits
Oracle M/A A ZKPP + TEE +
Problem Geometric
Solution Verification

Key Insight: POPW's attack cost scales with physical deployment, requiring adversaries to
actually install hardware globally—orders of magnitude more expensive than accumulating
hashrate or stake.



7. Conclusion

This paper establishes the mathematical foundations for Proof of Physical Work
consensus, solving the oracle problem through a three-layered verification architecture:

1. Hardware-level: TEE attestation with exponential trust decay e-Ate-At
2. Network-level: BFT consensus on geometric consistency

3. Economic-level: Collateral requirements exceeding attack profitability by
>100x>100x

The Verification Function V(n,t,w)V(n,t,w) provides a computable metric for physical work
authenticity, achieving >99.9>99.9 confidence within 5 seconds under typical network
conditions.

By integrating the Infrastructure Entropy Model, we demonstrate that PoOPW networks
achieve 2.9x2.9x higher configuration entropy than PoW/PoS systems, fundamentally
enhancing decentralization through spatial distribution.

The DePX Network implements this framework through:
e Intel SGX and ARM TrustZone integration for hardware attestation
e Multi-constellation GNSS with Doppler verification
o VDF-based nonce generation preventing replay attacks
o Slashing conditions enforcing k=3k=3 collateral multiplier

Future work (Article 3) will address dynamic stake adjustment algorithms and cross-chain
PoPW interoperability protocols.
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