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ABSTRACT

In data communication and multimedia application, security plays a crucial role for transmission of knowledge and pictures. In recent years, the latest encryption technology has improved the safety of multimedia data from unauthorized access. Multimedia encryption techniques converts original data to other form which is hard to recognized and is known as cipher-text. At the present, there are several conventional encoding algorithms are available like, AES, RSA and IDEA which are used for encryption of text and binary data. The essential methods have a fixed length of a key. However, the traditional algorithms are inefficient to use them directly in multimedia data and colour image encryption due to high correlation among pixels. Here in this paper, we have discussed various encryption techniques and trying to focus its merits and demerits on encryption of images. We have also find out the gaps of all major key generated encryption techniques and proposed their solutions through this paper. This paper may en light the path of new researcher who are working in image encryption using key generation method and bitwise operation.

Keywords:  Image, XOR cipher, Image Encryption: Key generation and bitwise operation, Encryption Quality Analysis. 
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