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Abstract   The availability of biometric data for cybersecurity studies is very impor-
tant and the Generative Adversarial Network (GAN) provides a means of generating
realistic fake biometric data that may mitigate some of the privacy concerns with us-
ing real biometric data. This paper trains a Deep Convolutional Generative Adversar-
ial Network (DCGAN) to generate fake biometric fingerprint images. The quality of
the generated images is measured using the NFIQ2 algorithm and although the quali-
tative analysis of the fake fingerprints indicate that the images are of good quality, the
NFIQ2 scores obtained for the fake fingerprints are of low utility value. We also ex-
plore fingerprint matching by first extracting the minutiae feature points from both the
fake  generated  fingerprint  samples  and  the  real  fingerprint  images  using  the
MINDTCT technique. The minutiae feature points from the fake fingerprint images
are then matched (one-to-many) against feature points extracted from real fingerprint
images using the BOZORTH3 algorithm. This is done in order to appraise the GANs
ability to generate data points with features that generalize beyond the precise domain
of the training datasets features. The results from the fingerprint matching show that
the fake generated fingerprint samples contain unique fingerprint images.
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1 Introduction 

A generative model takes a collection of training samples and estimates the proba-
bility distribution that describes those training points. Generative models offer two
basic functionalities [18];

1. The ability to take a collection of points and estimate a density function that
describes the probability distribution that generated them, this is known as
density estimation;

2. Observe many samples from a distribution and then learn to create more sim-
ilar samples from that same distribution.

The model used for fingerprint  generation in this paper is a class of generative
modelling that  falls  under  the  second function.  Invented  by Ian Goodfellow [20],
Generative Adversarial  Networks (GANs) offer an alternative means of generating
samples (learning the density function) as opposed to directly estimating a well-de-
fined density function that describes the probability distribution defining the original
data [19]. The intuitive idea behind GANs is the ability to train two separate deep
neural  networks using a form of minimax game [20].  The first  neural  network is
called  a generator  and  its  goal  is  to  generate  fake  data  samples  that  are  realistic
enough to spoof the second neural network, called a discriminator. The discrimina-
tor’s goal is to classify samples presented as input, as either real or fake. Ideally, the
training algorithm for the GAN should enable the generator network to improve on its
ability to generate fake samples while the discriminator's ability to distinguish be-
tween real and fake samples decreases.

GANs have been used in state-of-the-art realistic image generation tasks such as
face generation [83], improving image resolution [44], generative image manipulation
[81], [87] and image to text translation [34]. GANs are the state of the art for generat-
ing sharp and realistic images in all these applications. GANs were not always this
successful though and the success of much more recent image generation tasks is at-
tributed to the Deep Convolutional Generative Adversarial Network (DCGAN) archi-
tecture [56]. Initially, when GANs were invented, the training algorithm did not scale
very well to large images [19], and although the early GAN architecture made use of
deep  convolutional  networks,  DCGANs make key adjustments  that  result  in  crisp
generated images. Amongst other things, batch normalization across all the layers ex-
cept the output layer give DCGANs the edge over older GANs [56]. Most modern im-
plementations of GANs especially for image generation make use of the DCGAN ar-
chitecture, the GAN implementation in this paper follows suit, while making some
modifications to enable the GAN generate larger images needed for the biometric fin-
gerprint matching algorithms. 

The generative ability of GANs have been extended beyond artistic purposes. Ac-
cording to [77], the generative adversarial network can be adopted for cybersecurity
research and application using two approaches. The first approach involves using the
GAN to generate realistic data samples that can be used to spoof already existing cy-
bersecurity systems. For example, a recent study shows that GANs can be success-
fully trained to generate passwords of users [29]. In the study, the generative adver-
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sarial network is trained on 9 million samples of user passwords and the results show
that the GAN was able to generate passwords that spoofed password authentication
systems up to 70% of the time. The second approach involves training a GAN to
specifically generate synthetic malware samples which can then be used as training
data for a machine learning based cybersecurity system. In MalGAN [32], a machine
learning based malware detector is trained on synthetic malware data generated by a
GAN. The success of either approach depends on the availability of real cybersecurity
datasets that can then be used to train the GAN. Thus, another application for the
GAN which supplements the two approaches mentioned is simply using the GAN to
generate more realistic looking samples for cybersecurity datasets such as biometric
datasets including fingerprint,  iris, and palmprint  data.  This paper follows this ap-
proach by training a GAN to generate synthetic fingerprint images. 

The aim of this study is to validate the generative abilities of a (Deep Convolu-
tional) Generative Adversarial Network in generating biometric fingerprint data that
can be used for biometric authentication studies. We employ an empirical biometric
fingerprint evaluation metric (NFIQ2) to measure the quality of the fake fingerprint
samples generated by the GAN, then we run a similarity study using the BOZORTH3
algorithm by matching the generated fake samples against the real fingerprint images
from the original dataset and against fake fingerprint samples. Sect. 2 presents a his-
tory of generative modelling building up to the GAN, we then present theoretical de-
scriptions of the GAN and we end the section by highlighting in more detail, the ap-
plication of GANs in cybersecurity. In Sect. 3 we present the GAN model used for the
fingerprint generation. Sect. 4 presents the training and experimental setup while Sect.
5 presents the results.

2 Related work

Machine learning is the subfield of Artificial Intelligence generally concerned with
methods through which an agent can learn useful information from its own experi-
ence. A broad field in its own right, machine learning is classified into supervised, un-
supervised and reinforcement learning. In supervised learning, a human has to effi-
ciently annotate the learning dataset with clear examples that map input features to an
output [19]. The learning agent learns an objective function that minimizes the error
between the estimated output and the real output. An agent’s performance is quanti-
fied by its ability to generalize to novel input and thus correctly estimate the output
[72],[3]. Reinforcement learning may rely less on large datasets for training an agent
[63]. In reinforcement learning, the agent learns to choose a rational action that maxi-
mizes its performance measure within a domain specific environment [71]. The intu-
ition is that when the agent makes a right choice of action, it is rewarded and when it
makes a wrong choice it is penalized. The goal is then to maximize a performance
score by avoiding penalties as much as possible. The right sequence of actions is usu-
ally defined by a policy, and the goal of the reinforcement learning agent is to learn
this policy [52]. Unsupervised learning can informally be described as an attempt to
learn useful information from data without annotated examples and output target la-
bels. Unsupervised learning is usually associated with, density estimation and learn-
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ing  to  draw  samples  from  a  distribution,  clustering  of  data  into  similar  groups
amongst many things. Within the context of density estimation, generative modelling
in machine learning can be classified under unsupervised learning. Here, a generative
model takes a collection of training examples and tries to infer the probability distri-
bution that describes those training points [19].

2.1 Deep Learning

Loosely inspired by biological neurons in the brain, artificial neural networks [61] are
a major research area in machine learning and artificial intelligence and has been ap-
plied extensively in diverse areas  including healthcare [16], [53],  network security
[30],  timeseries  predictions [26],  [47]  and engineering  [26],  [48],  [54],  [77],  [80].
Deep learning is part of a broader family of machine learning methods and artificial
neural networks (see Fig. 1) based on the ability to learning data representations   using  
multilayer  “deep”  neural  networks. Learning  can  be supervised, semi-super-
vised or unsupervised. This section, presents a review of the subject. The guideline
and significant topics presented here follow the organizational structure of the subject
in [19].

Fig. 1 Artificial Neural Networks Taxonomy

2.1.1 Feedforward Neural Networks
Feedforward  neural  networks otherwise known as Multilayer  Perceptron (MLP)

are at the foundation of what is now known as deep learning. The ultimate goal of a
feedforward network is to approximate some function f ¿. Feed forward networks de-

fine a mapping y=f (z ;θ) and learn the value of the parameters θ that result in the

https://en.wikipedia.org/wiki/Unsupervised_learning
https://en.wikipedia.org/wiki/Semi-supervised_learning
https://en.wikipedia.org/wiki/Semi-supervised_learning
https://en.wikipedia.org/wiki/Supervised_learning
https://en.wikipedia.org/wiki/Learning_representation
https://en.wikipedia.org/wiki/Machine_learning
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best function approximation  f ¿.  A feedforward network is typically represented by
composing together many different functions for example; 

f ( z )= f ( 3)
( f (2 ) ( f (1 )

( z ) )) f ( z )= f ( 3)
( f (2 ) ( f (1 )

( z ) )) f ( z )= f ( 3)
( f (2 ) ( f (1 )

( z ) )) (1)

In (1), f (1) is called the first layer of the network, f (2 ) is called the second layer and

so on, z is the input vector. The length of the chain is called the depth of the model.
The final layer of a feedforward network is called the output layer and the first layer
is called the input layer. The layers in between the input and output layer are called
the hidden layers because the desired output of the hidden layer is not defined in the
training data.

Fig. 2 Feedforward neural network showing the input, hidden and output layer

Activation functions are therefore required to compute the hidden layer values. The
feedforward network topology is known as its architecture and architectural designs
must consider the number of layers and how these layers are connected. Learning in
feedforward networks is achieved through back propagation algorithm which is used
to compute the gradients needed to adjust the weights of the model [41].

 A simple 3-layer feedforward network is shown in Fig. 2, in the diagram vnm is a

vector of weights from the input layer to the hidden layer and  w kn is the vector of
weights from the hidden layer to the output layer. These are the weights which the
backpropagation algorithm optimizes [59]. We can specify the complete network as
an extension of (2) as follows;
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f ( z , vnm , c ,w kn , b )=w kn
Tmax {0 , vnm

T z+c }+b 

(2)

In (2) and relative to Fig. 2, c  and b are the bias for the input and hidden layers re-
spectively.  Also,  (2)  makes  use  of  the  rectified  linear  function  to  transform  (

max ⁡{0 , x }) the signal from the input layer, where  x=vnm
T z+c, this represents

the vector product and summation of the input to the hidden layer. 

2.1.2 Gradient Based Learning

Designing and training a machine learning model usually involves specifying an
optimization procedure, a cost function and a model family. The procedure in training
deep learning models is no different, and one must be careful in understanding the na-
ture of deep learning family of models. Unlike linear models such as linear regression,
deep learning models and neural  networks in general  exhibit  a nonlinearity which
causes the cost function to become non-convex [8]. This means that neural networks
have to be trained using iterative, gradient-based optimizers that help to drive the cost
function to a very low value [59]. 

w i←w i−α
∂
∂wi

Loss (wi) 

(3)

The most widely used and accepted of these optimization algorithms is the gradient
decent. Shown in (3), the gradient decent algorithm makes use of the gradient of the

cost function (
∂
∂wi

Loss (w i)), together with α  (the learning rate) to obtain the opti-

mal weights. This product  α
∂
∂w i

Loss(wi),  when iteratively subtracted from the

weights of the model is guaranteed to drive the weights to a local minimum [59].
Modern implementations of gradient decent algorithm take the form of Adaptive Mo-
ment estimation (ADAM) which according to Kingma and Ba [40] improves stochas-
tic gradient decent by computing individual adaptive learning rates for different pa-
rameters from estimates of first and second moments of the gradients.

2.1.3 Cost Functions

Gradient decent enables us to optimize the weights that minimize the cost function
for the deep network. A cost function is simply the objective function a deep network
is trying to minimize [73]. The choice of a cost function is extremely important and
we can define cost functions within various context. Some important cost functions
are reviewed in the following subsections.
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Learning Conditional Distributions 
When we describe the task of training a feed forward network simply as perform-

ing maximum likelihood pmodel( y / x), the cost function can be defined as the nega-
tive  loglikelihood also  known as  the  cross-entropy between  the  training data  and
model distribution [19]. This is defined by (4); 

J (θ)=−Ex pdata
log Pmodel ( y / x). (4)

An advantage of this cost function in (4), is that one does not need to design a cost
function every time for a specific deep model. The cost function is explicitly defined
by log Pmodel ( y / x). 

Learning Conditional Statistics
Instead of learning the probability distribution p( y / x ;θ), we can learn just one

property or statistic of  y  given  x. For example, we may have a prediction  f ( x ;θ )
that we wish to use to predict the mean of y . From this point, we can view the cost
function as being functional rather than being just a function.

mse=
1
n∑n=1

( ŷ− y )2
 (5)

An example of such a cost function is the mean squared error in (5), others include
the mean absolute error and r-squared error [73]. 

Output Units
The choice of the cost function is also dependent on the choice of output unit. An

output unit provides an additional transformation from the hidden layer to complete
the task and provides the final output signal [8]. The following output units can be
used; 

1. Linear Units:
We can define this unit as;

f ( x )=ax (6)

The linear function in (6) is used in an output layer and will simply trans-
form the input x into ax .

2. Sigmoid Units:
The sigmoid function is widely used for output units for Bernoulli output

distributions and is defined as follows;

f ( x )=1 /(1+e−x
) (7)

The sigmoid function (7) ranges from 0 to 1 and is desirable for classifica-
tion tasks. The derivative is smooth and dependent on x making it very suit-
able for backpropagation [51].

3. Softmax Units:
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Softmax units are also a type of sigmoid function that  are suitable for
multinouli distributions where the task is multi-class classification. The func-
tion is defined in (8);

σ ( z ) j=
ezj

∑
k=1

k

ezk
forj=1 ,…,k

 (8)

2.1.4 Hidden Units

The choice of the hidden units is also an important factor of overall network per-
formance. In general, the hidden units should be differentiable functions capable of
performing affine transformations on their input signals, these functions are usually
regarded as activation functions. The rectified linear unit (ReLU) is one of the most
widely used activation functions for the hidden units and is defined as follows [51];

f ( x )=max ⁡{0 , x } 
(9) 

The ReLU function (9) is nonlinear, which means we can backpropagate the errors
and have multiple layers of neurons being activated by the ReLU function [51]. Other
activation functions for the hidden units include the hyperbolic tangent (Tanh) and
leaky ReLU.

2.1.5 Backpropagation

The history of backpropagation dates as far back as the year 1960 within the con-
text of control theory [37]. In 1986, Rumelhart, Hinton and Williams [58] showed that
backpropagation can be used to successfully train multilayer neural networks allow-
ing them form internal representation of data in their hidden layers. 

To understand how the error backpropagation algorithm works, we must first es-
tablish how the error is formed in the first place. When we use a feedforward neural
network to accept an input  x and produce an output  ŷ , information flows forward
through all  the  hidden  layers  and  finally  produces  ŷ  at  the  output  layer.  This  is
process is called feedforward propagation. The output from a feedforward network ŷ
may be called the estimated or predicted output and we can then use a cost function to
calculate the difference between the estimated output and the real or desired output
defined in our dataset. This difference produced by the cost function is known as the
error [40].

Calculating this error at the output layer is easy because we know what the desired
output should be as defined in the dataset. This is different for the hidden layers since
we have no defined output for the hidden layers. The backpropagation algorithm al-
lows  us  to  use  the  error  calculated  by  the  cost  function  to  then  flow backwards
through the network in order to calculate the gradient [59]. We can think of the gradi-
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ent as the partial derivative of a function with respect to its input, this way, we are
simply calculating how each parameter on every layer in the network contributes to
the overall output calculated by the cost function. 

This explanation is better represented symbolically, let  f ,  h and  g be functions
representing our input, hidden and output layers respectively and let x , z , and w be
vectors from the input, hidden and output layers respectively. We can then represent
(1) as follows; 

ŷ=g (h (f ( x ) ))  (10)

In (10), ŷ  is the predicted output. We can also extend (10) by writing expressions
for f  and h separately, here z=f (x) and w=h (z) therefore ŷ=g (w).

To calculate the gradients, backpropagation uses the chain rule of calculus, which
states that if we have two functions y=g ( x ) and z=f ¿ then; 

∂ z
∂x

=
∂ z
∂ y

dy
dx

  

(11)

We can generalize (10) for (11) presented as follows;

∂ ŷ
∂ x

=
∂w
∂ z

dz
dx

 

(12)

From (12), the backpropagation algorithm calculates the gradient of the error on
the output layer with respect to input x as the product of the gradient of the previous

functions (layers) h(z ) and f ( x ) with respect to their own inputs. The algorithm cal-
culates this gradient iteratively on all layers of the feedforward network, the calcu-
lated gradients are then used in the gradient decent algorithm to optimize the weights
needed to reduce the cost. 

Computing a gradient in a computation graph such as the feedforward network
with n nodes will never execute more than O(n2

) operations or store the output of

more than O(n2
) operations. 

2.2 Deep Generative Modelling

The goal for a generative model is realistic data generation and generative model-
ling is an active research area focusing on the mechanisms that set out to achieve that
goal. In its simplest form, generative modelling may be described as the maximum
likelihood estimate of a synthetic data distribution given samples from an original
dataset [18]. 



10

θ¿
=argmax E x pdata

logPmodel (x /θ).                 (13)

In (13), x is a vector describing the input, Pmodel (x /θ) is a density function con-

trolled by the parameter  θ. The maximum likelihood consists of measuring the log
probability that the density function assigns to all data points and adjusting the param-
eter θ to increase that probability. 

Fig. 3 Taxonomy of Generative models.

Deep generative modelling is the subfield of generative modelling that employs
connectionist theories primarily centered around artificial neural networks. In Fig. 3,
we show the taxonomy of deep generative models whose methods can be classified as
a maximum likelihood estimation. The difference between these models lies in the
way they perform the maximum likelihood estimates described in (13). In the follow-
ing subsections, we briefly discuss notable generative models from the taxonomy in
Fig. 3 in a bid to setup the introduction of generative adversarial networks. We high-
light the key features of these models, their strength and weaknesses. 

2.2.1 Explicit Density 
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The taxonomy in Fig. 3 is classified into two broad classes, explicit and implicit
density. When the density function Pmodel in (13) is clearly defined with parameters
that can be evaluated on the training data, we say that the generative model makes use
of an explicit density function. However, defining a precise density function is a non-
trivial  task especially  for  intractable  distributions  over  natural  images  and  speech
data. In such scenarios where the problems are intractable, the explicit density func-
tion is no more a clearly defined model but rather an approximate model. Thus, we
classify the explicit density into tractable and approximate.

2.2.1.1   Tractable Density

Fully Visible Belief Nets (FVBN):
Fully visible belief nets were introduced in [17] and they make use of the chain

rule of probability to define the probability distribution of a vector as the product over
each member of the vector.

Pmodel(x)=Pmodel(x¿¿1)∏
i=2

n

Pmodel(x1∨x i ,…. , xi−1)¿

(14)

In (14), the probability distribution of  x1 is multiplied by the distribution of  x2

given x1. This is repeated for all members of the vector. There are other notable im-
plementations of the fully visible belief net, that make key improvements over the
original models such as the PixelCNN [55] and WaveNet [70] used for realistic audio
generation.

 FVBNs generate good quality data, however a major disadvantage of these class
of models is that the cost for generation is  Ο(n)which is slow. Another important
disadvantage is that the family of FVBNs do not make use of a latent code. The latent
code provides a means of controlling the sampling quality of the model which leads to
the generation of higher quality images as we shall see the in case of other models
such as GANs [18].

Change of Variables 
The Nonlinear ICA [33] is a notable example of another class of explicit tractable

density models based on the change of variables. The change of variables is used to
transform a simple distribution like a gaussian into another distribution using nonlin-
ear functions.

y=g ( x ) ⇒ px ( x )=py (g (x ) )∨det ⁡(
∂g ( x )

∂ x
)∨¿          

(15)

In (15), using the nonlinear function g ( x ) we can transform a latent space contain-

ing x into a space of natural images. 
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One drawback of these family of models is that the dimension of the input data
must be the same as the latent variables. This places a constraint on the design of so-
lutions for a wide range of problems using these models. Another drawback is that the
models have to be invertible and the determinant of the Jacobian must be tractable. 

2.2.1.2 Approximate Density
 

These are generative models that make use of a tractable approximation of an in-
tractable density function [18].  

Variational Autoencoder (VAE)
The most  notable  of  the  approximate  density  models  is  the variational  autoen-

coders [41],  [57].  The basic idea is to write down a density function  log p ( x ) as
shown in (16).

logp ( x )≥logp ( x )−DKL ¿ (16)

In (16), the latent variable  z needs to be estimated and marginalized, this makes
the density function intractable. The variable z is a vector that describes a lower di-
mensional encoding of the input image. The variational autoencoder defines a lower
bound on the probability distribution  q that estimates the posterior distribution de-
scribing z as illustrated in (17) [18]; 

                      L(x ;θ)≤ log pmodel ( x ;θ ) 
(17)

The challenge with the variational autoencoder is that the estimates of q must be
highly efficient or else the model will be asymptotically inconsistent [41]. Another
important setback is the quality of generated data, were samples tend to have lower
quality. However, a recent study has shown that careful architectural selections such
as deeper models improve quality of generated data [69]. 

Markov Chain Approximations
The Boltzmann machine is the primary model that makes use of Markov Monte

Carlo approximation methods to approximate an intractable explicit function [4], [27],
[28]. The Boltzmann machine is defined by an energy function whose probability is
proportional to the power of the energy function. The intractability sets in when we
have to renormalize the power of the energy function into an actual probability by di-
viding the sum over all different possible states. Using Monte Carlo approximation
methods [19], we are able to approximate this density function. Monte Carlo approxi-
mations like this fail to mix between different modes and also perform poorly in high
dimensional spaces because they break down. Due to these setbacks, Boltzmann ma-
chines are rarely used for the for large-scale image generation tasks. 

2.2.2   Implicit Density
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The implicit density models interact directly with the density function Pmodel. In-
stead of explicitly defining the density function, these models learn the function by
sampling from it. These models constitute the second branch of the taxonomy in Fig.
3. One notable model under these family of models is the generative stochastic net-
work [9] that makes use of a Markov chain transition operator run several times to ob-
tain a sample from the model. Apart from the cost of training the stochastic network,
the models struggle with high dimensional spaces typical of large image generation
tasks. The other implicit density model directly samples from Pmodel and is able to
generate samples in a single step. At the time of their introduction, GANs were the
only notable member of this family, but since then they have been joined by addi-
tional models based on kernelized moment matching [45], [14].

2.3 Generative Adversarial Networks (GANs)

We conclude our discussion of generative modelling by discussing the generative
adversarial network in more detail. First, we outline the key properties that set GANs
aside from other models in Fig. 3. We can outline these properties as follows [18];

1. Latent code: The latent code provides a means of controlling the sampling
quality of the generative model. GANs and other models like the Boltzmann
machine and VAEs that make use of a latent code have an edge over other
models such as the FVBNs. 

2. Asymptotically consistent: However, unlike VAEs, GANs are asymptotically
consistent. The consistency is dependent on if we are able to reach the Nash
equilibrium of the game played by the discriminator and generator models of
the GAN.  According  to  Goodfellow [18],  the  Nash equilibrium if  found,
guarantees  that  an accurate probability distribution describing the training
data has been found.

3. No Markov chains: GANs do not make use of Markov chain Monte Carlo
techniques. This avoids setbacks such as struggling with high dimensional
spaces. GANs have been proven to do well in high dimensional spaces [56]. 

4. High quality generated data: Although there are no empirical means to judge
the quality of generated data, qualitative results show that GANs consistently
produce high quality generated data. 

2.4 How GANs Work

The GAN consists of two neural network models set against each other in the sense
of adversarial game theory [20]. The goal for the two networks is to maximize their
performance in a game that has a well-defined payoff function. Within the frame-
work, the two different neural networks are known as the Generator  and Discrimina-
tor. We discuss the working of the two models making up the GAN in the following
subsections. 

2.6.1 Generator
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The generator (G) is the primary network in the GAN because it performs the task
of sampling and generating new data points. The generator is represented as a deep
convolutional neural network, however in theory it can be represented by any model
with a differential property [20]. Symbolically, we can describe the generator network
as follows; 

x=G(z ;θ(G )
) (18)

In (18),  z contains the latent code while  x is the observed variable generated by
the generator. According to Goodfellow [18], it is important that  x has a higher di-
mension than z so that the generator does not generate samples from a lower dimen-
sional manifold within x space. 

2.6.2 Discriminator 

The discriminator’s (D) role is to classify input data as real or fake. Similar to the
generator, the discriminator can be represented with any differential model but is most
commonly represented as a deep convolutional neural network [79]. The discrimina-
tor role is simply a binary classification task distinguishing between real  and fake
samples.  

2.5 Training a GAN

The training process for the GAN (See Fig. 5) begins by sampling the latent vector
z from the prior distribution over the latent variables,  zis essentially a vector of un-
structured Gaussian noise. It controls the quality of the generated data as well as en-
suring that generated samples are from different areas of the distribution space [18].

Fig. 4 The basic Generative Adversarial Network architecture.

The vector z is fed into the generator model to get a generated sample as output.
The sample from the generator is then fed into the discriminator. The discriminator
performs a binary classification and the cross-entropy loss is calculated. The com-
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puted error is then backpropagated to both the generator and discriminator networks.
Training is typically stopped when the discriminator is unable to accurately classify
data as real or fake as indicated from the loss. This point is known as the saddle point
and in theory should be the global minimum in the network parameter space. In prac-
tice,  the discriminator is run on two separate minibatch samples from the training
dataset (the real samples) and the generated samples respectively. We can use a mod-
ern deep learning optimization algorithm like Adaptive Moment estimation (ADAM)
on the two minibatches and the gradient decent is carried out for the generator and
discriminator simultaneously. 

2.6 Cost Function for the GAN

GANs do not directly infer the probability distribution p(z / x). Instead, from the

prior, we sample values of z and then sample values of x from p(x / z). This prop-
erty of the GAN makes the training algorithm simple and successful because it avoids
the problem of directly inferring the probability distribution defining the data [18].
Another key property contributing to the GANs success is the cost function for dis-
criminator (D) and generator (G ¿ network. The cost function for the two networks is
defined in (19) and (20). 

J(D )
=

−1
2
E x pdata

log D(x )−
1
2
Ex pdata

log(1−D (G ( x ) )) (19)

J(G )
=−J(D )  (20)

In (19),  J (D ) is the cross entropy between the discriminator’s prediction and the

correct labels. The generator cost  J(G ) in (20) minimizes the log probability of the

discriminator cost function represented as the negated value of J(D ). One can think of
this as having a single value the generator is trying to minimize and the discriminator
is trying to maximize [20].

2.6.1 Non-Saturating Game

Negating the cost function for the discriminator in (20) has some unwanted conse-
quences. If the generator consistently fails to generate fake samples that fool the dis-
criminator,  then the generator’s  gradient  over those  training iterations  will  be  ex-
tremely small and close to zero. This is because the output of the discriminator has
saturated and essentially there is no training happening in both networks. Instead of
negating  J(D ), Goodfellow [18] proposes a solution to this problem by changing the
order of the arguments to the cross-entropy function. This means that rather than try-
ing to minimize the log probability of the right answer given by the discriminator, we
have the generator trying to maximize the probability of the wrong answer. 

At this point it is no longer possible to describe the equilibrium with just one func-
tion as shown in (19) and (20). The generator cost function is now defined as follows; 
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J(G )
=

−1
2
E z logD(G ( z )) 

(21)
Both functions in (20) and (21) monotonically decrease in the same direction but

are steep in different places. GAN inventor Goodfellow [18] advocates for the use of
the cost function in (21) for the generator network, because it solves the problem of
non-saturating game. 

2.7 Deep Convolutional Generative Adversarial Network (DCGAN)

The DCGAN was introduced in [56], to solve the problem of generating images
with high dimensions.  The techniques used in DCGAN bypasses  other  techniques
such as using hand designed Laplacian pyramids to scale to large images [13]. 

The DCGAN lays emphasis on sequential convolutional layers while making use
of batch normalization techniques [35] on every layer except for the last layer of the
generator network. 

The architecture for the DCGAN does not contain pooling layers and the spatial di-
mension of the feature maps is increased using transposed convolutions with a stride
greater than 1, [64]. This done in order to achieve better image resolution. The trans-
posed convolution is an inverse of the convolution operation and is a form of image
reconstruction given the filters and activations [78].

2.8 Cybersecurity and GANs

This section briefly presents some notable studies that successfully apply genera-
tive adversarial networks in cybersecurity systems. The following subsections present
studies with research goals that can either be classified as building adversarial sys-
tems or strengthening security systems. A more detailed review of the studies high-
lighted here can be found in the review paper [77].

2.10.1 Improving Adversarial Detection and Data Privacy

The primary challenge for a cybersecurity systems is knowing what type of attack
to expect. This can help to strengthen the process of setting up precautionary systems
for mitigating attacks [50]. For machine learning based security systems, the knowl-
edge of the possible attacks helps researchers to create robust training data for the
model. The training dataset must contain features that that have been sampled from a
wide array of attack scenarios [2],  [10], [46]. However,  there is a no guarantee of
finding large training datasets over a specific problem domain and the process of cre-
ating datasets is a manual task involving a lot of time and effort. The GAN provides a
means of creating realistic samples that could serve as large datasets for cybersecurity
studies. Using the GAN, one can train and sample an unlimited number of samples
from various problem domains across  different  security attack types. Studies have
shown that machine learning based security system are able to accurately detect novel
adversarial attacks after training on GAN generated samples [23], [38], [75]. 
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For more data centric applications of GANs in cybersecurity, one can review stud-
ies where GANs have been used for stenography and cryptography [25], [62]. The re-
search goal here is to use the GAN to learn the encoding and embedding space. The
GAN is then used to generate encoded samples [1], [62], [82]. Data privacy is another
area where GANs have been applied. Researchers in [31], present a technique termed
Generative Adversarial Privacy (GAP), an innovative context-aware model of privacy
that allows the GAN learn privatization mechanisms from the dataset without requir-
ing access to the dataset statistics. Other data privacy techniques using GANs involve
using the GAN to induce noise into the sample data in a way that preserves data pri -
vacy [36], [74], [7], [68], [39].

                        

2.10.2 Creating Adversarial Systems

Adversarial systems like PassGAN highlighted in Sect. 1 demonstrate the potential
of using GANs for creating adversarial systems. Recall that in the PassGAN study,
the GAN was trained on real password data and was able to generate fake passwords
that matched 51-73% passwords in a test set [29].

Another study uses a GAN trained on real biometric fingerprint data to generate
fingerprint minutiae features that were then used to create “masterprints”. The results
show that on a commercial fingerprint system, the masterprint matches to 22% of all
users in strict security settings, and 75% of all users in looser security settings [11].
Adversarial systems like PassGAN can be used to spoof authentication systems.

Generating adversarial data is another key area where GANs have been applied.
The integrity of a security system that makes use of a machine learning classify is re -
liant on the ability of the model to have more true-positives than false-positives or
true-negatives. Adversarial data are samples that have the ability to fool a classifier to
classify  the input  as  a  false-positive or  a  true-negative [5],  [13],  [21],  [42],  [15].
GANs have been trained to learn the embedding space for adversarial data and then
used to generate more adversarial data samples with introduced adversarial perturba-
tions [43], [24]. Adversarial image data can be used to spoof authentication systems
that make use of image recognition software.

On the subject of creating malware, malware authors often design malware without
having much detailed knowledge of the architecture of Malware detectors. MalGAN
was introduced as a GAN based malware generator. MalGAN is designed to generate
malware for blackbox attacks where only the knowledge of input features for the de-
tector are known. The authors of the study [32], use a gradient based approach to gen-
erate adversarial android malware examples. 
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3 Model Architecture for the Biometric Fingerprint GAN

Fig. 5 Block diagram of the Generative Adversarial Network architecture for fingerprint generation

In order to generate synthetic fingerprint data, our GAN model makes use of two
deep convolutional neural networks. In Fig. 5, the first neural network is the Discrimi-
nator D and it is a conventional convolutional neural network with the sigmoid func-
tion as the output node. The second neural network, is the generator, responsible for
the actual generation of the synthetic fingerprints. The generator G is a deep convolu-
tional neural network that makes use of the convolution operation. The two networks
play the minimax game against each other in a bid to maximize a payoff. The loss
function used for the discriminator and generator are shown below in (22) and (23) re-
spectively. 

J (D )=
−1
2
E x pdata

logD (x )−
1
2
E x pdata

log (1−D (G ( x ) ) ) 

(22)

In Eq 22, J (D ) is the cross-entropy between the discriminator’s prediction and the

ground truth,  J (D )is the cross-entropy loss for binary classifications on both the real
samples from the training set and the fake sample data generated by the generator
neural network. 
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J (G )=
−1
2
E z logD (G ( z ) ) 

(23)

In (23), we have the generator trying to maximize the probability of a wrong classi-
fication  by  the  discriminator.  Both  networks  are  trained  simultaneously  using the
ADAM version of stochastic gradient descent. The ADAM optimizer [40] is used to
optimize the parameters of the two neural networks as a function of their gradients.
The gradients  are  calculated using the backpropagation  algorithm. We present  the
generator and discriminator network architectures in more detail in the next subsec-
tions.

3.1 Generator Architecture

The generator consists of 1 transposed-convolutional layer and 7 convolutional lay-
ers. The first transposed layer is the input layer with Gaussian noise and it has dimen-
sion (1x1x4096), the output layer is a 2-dimensional convolutional layer with shape
(256x256x8). As shown in Fig. 6, each convolutional layer is followed by a 2-dimen-
sional upsampling layer. This enables the GAN generate larger images of dimension
(256x256)  by  repeating  the  rows  and  columns of  the  layer  by  size  2.  All  of  the
model’s convolutional layers use a stride of 2 except for the first layer. The stride
controls the cross-correlation across the input image. The padding parameter controls
the amount of implicit zero-paddings on both sides of the input image and is set con-
stant at 1 on all layers. 

Fig. 6 Block diagram showing a typical covolutional layer in the Generator architecture 

After each convolutional layer,  we normalize all the features along the dimension
of the batch and apply a ReLU rectification to break the linearity. Regularization [35]
using the dropout technique is applied on each layer before upsampling.
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3.2 Discriminator Architecture

The discriminator network is a convolutional network with 8 convolutional layers
and one fully connected layer with an output. The first layer takes in an image and ap-
plies the convolution operation and we add Gaussian noise to avoid overfitting. A
stride of 1 is used on all layers so as to retrieve enough information as much as possi -
ble.

Fig. 7 Block diagram showing a typical convolutional layer in Discriminator architecture 

Unlike the generator network (See Fig 7), each convolutional layer in Fig. 14 is
followed by an average pooling layer.  Also, instead of using the ReLU activation
function, the LeakyReLU activation function is used after every convolutional layer
in the discriminator. LeakyReLU will take the negative slope of the function until it
gets to 0.2. These parameter choices have been chosen for best performance based on
well researched work [87]. Next, we normalize all the features along the dimension of
the batch and finally the output layer of the fully connected network makes use of the
sigmoid activation function to break the linearity to stay between 0 and 1, representing
fake or real classifications. 

4 Model Training

The GANs are trained on a training set of 10,000 real fingerprint images for 400
epochs. Then, 5000 fake samples are generated using the trained generator network
discussed in Sect. 3. The fingerprint generation is done by simply running a feed for-
ward propagation through the generator network over 5000 iterations, Gaussian noise
is fed into the network as input and a fake fingerprint image is produced as the output.
The NFIQ2 fingerprint quality assessment is carried out on the fake generated sam-
ples. Then, the minutiae feature points of these fake fingerprint images are then used
for one-to-many fingerprint matching on both the training set and the test set. Each
fingerprint image is given a unique integer identifier that is used for tracking and log-
ging during fingerprint matching. 
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4.1 Biometric Fingerprint Dataset 

The dataset is the CASIA FingerprintV5 containing 20,000 fingerprint images [84].
The images have been captured using a URU4000 fingerprint sensor in one single ses-
sion. The volunteers of the CASIA-FingerprintV5 comprise of workers, graduate stu-
dents, waiters etc. Forty (40) fingerprint images were contributed from each volun-
teer, that is, five images per finger from their eight fingers (left and right thumb, sec-
ond, third and fourth finger). To achieve various intra-class variations, each volunteer
was asked to rotate their finger with various levels of pressure. All the fingerprint im-
ages in the dataset are 8-bit gray-level BMP files and have been scaled to a dimension
of 256x256. This dimension is the same with that of the output images from the gen-
erator neural network. The dataset is split into a training and test set of 10,000 images
each. 

4.2 Fingerprint Feature Extraction and Matching

NFIQ2
NFIQ2 computes a set of quality features from a raw or WSQ compressed fingerprint
image and uses these features to predict the utility of the image [86]. The utility of a
fingerprint image is quantified as a quality score between the range of 0 to 100, where
0 means no utility value and 100 is the highest utility value. The NFIQ2 quality score
is in compliance with the international biometric quality standard ISO/IEC 29794-1
[85].

MINDTCT
MINDTCT is a minutiae detector that automatically locates and records ridge endings
and bifurcations in a fingerprint image. The MINDTCT algorithm involves generating
image maps, binarizing the image, detecting minutiae, counting neighboring ridges
and accessing minutiae quality [86].

BOZORTH3
BOZORTH3 is  a  minutiae-based fingerprint  matching algorithm that  will  do both
one-to-one and one-to-many matching operations. The algorithm computes a match
score between the minutiae from any two fingerprint images to help determine if they
are from the same finger. BOZORTH3 accepts minutiae generated by the MINDTCT
algorithm. 
All three algorithms were developed by the National Institute of Standards and Tech-
nology (NIST) and are accessible as part of an open-source software package known
as the NIST Biometric Image Software (NBIS) [86].

4.3 Experimental Setup 

The source code for the GAN is written in Python using the Pytorch deep learning
library [89] and the training is executed on a Google cloud instance virtual machine
(VM). The VM instance is an Ubuntu 16.04 operating system and it runs on Intel
quadcore processor with one Nvidia Tesla P100 GPU. As stated earlier in Sect. 4.2,
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implementations of the fingerprint extraction and matching are provided by the NIST
Biometric Image Software (NBIS).

5 Results

Fig. 8 Generated fingerprint samples from 100th epoch

Fig. 9 Generated fingerprint samples from the 400th epoch
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Fig. 10 Individual generated fingerprint samples from a 100th epoch  b 200th epoch  c 300th epoch d
400th epoch

  

a b

Fig. 11 a Fake generated fingerprint sample b Real fingerprint sample

The GAN training results shown in Fig. 8 and 9, show that the qualitative appraisal
of the generated fingerprint samples improves as the training epoch increases. This is
further highlighted in Fig. 10 where individual samples from the 100 th to 400th epochs
are shown. The improvement of the qualitative properties of the generated images as
the epochs increases is consistent with related works such as [67], [44], [87]. In Fig.
11 we compare an individual generated fingerprint sample with a real fingerprint sam-
ple. The results show that the qualitative appraisal of generated fingerprint images is
quite  acceptable  when  compared  to  real  fingerprint  images.  Training  beyond  400
epochs did not improve the qualitative properties of the generated images. 

5.1 NFIQ2 Fingerprint Quality Analysis

In Fig 12, we present the distribution for the NFIQ2 fingerprint quality score for
the fake fingerprint samples generated by the GAN. The mean quality score is 13,
which is low. Although qualitative visualization as seen in Fig.11 appears to be of
good quality, the NFIQ2 scores indicate otherwise. This indicates that unlike other
GAN related tasks, the quality of GAN generated biometric data must be quantita-
tively measured using standard biometric appraisal techniques.
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Fig. 12 NFIQ2 fingerprint quality score distribution for the fake fingerprint samples 

We compare the quality score for the fake generated samples with that of the real
fingerprint images from the training set and test set as shown in Fig. 13 and 14.

Fig. 13 NFIQ2 Quality score distribution for the real fingerprint samples from the training set
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Fig. 14 NFIQ2 Quality score distribution for the real fingerprint samples from the test sets

The NFIQ2 scores for the real fingerprint images are relatively higher with a mean
score of 30 and 31 on the training set (Fig. 13) and test set (Fig. 14) respectively. One
may presume that there may be a correlation between the NFIQ2 scores of the real
fingerprint training samples and that of the GAN generated fake fingerprints. That is,
will a training set with high NFIQ2 scores lead to generated samples with high NFIQ2
scores. However, such presumptions are based on false premises because the minutiae
feature points extracted for NFIQ2 quality assessments [88], do not make use of the
type of convolutional filters found in deep convolutional GANs [56]. In other words,
the GAN does not pay attention to the same kind of features that the NFIQ2 algorithm
is trained to detect. 

It is also important to mention that there are techniques and architectures that could
be applied to improve the qualitative visualization of GAN generated images [83],
[87]. These techniques such as in [60], [83], require large compute that were not ac-
cessible for consideration during the implementation of the GAN model used in this
paper. Whether the qualitative improvements offered by other GAN architectures [6],
[12], [22], [25], will translate to a higher NFIQ2 score is left for further investigation.

5.2 BOZORTH3 Fingerprint Matching Results

The fingerprint  matching results visualized in Fig. 15 and Fig.  16 show a high
number of matches with low scores of 20 to 22 which is just above the threshold of 20
set for the BOZORTH3 algorithm. In general, the matching scores are very low across
both the test set and the training set. This implies that very few minutiae points are
similar between the fake fingerprint images and the real images. A high BOZORTH3
fingerprint matching score (indicating high similarity) is usually within the range of
500 to 600.
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Fig. 15 BOZORTH3 fingerprint matching results between the fake fingerprint images and real finger-
print images in the test set

It is not unusual to have matching results with low BOZORTH3 scores given that a
few minutiae points will be matched across two or more fingerprint pairs in a data-
base. Such matches with few minutiae points, will have very low matching scores as
is the case with our results. 

Fig. 16 BOZORTH3 fingerprint matching results between the fake fingerprint images and real finger-
print images in the test set

Table 1 Key biometric identification metrics obtained by analyzing the fingerprint matching data

Metric Training set Test set
False Rejection Rate (FRR) 0.034% 0.027%
False Acceptance Rate (FAR) 0.012% 0.015%
Average error rate 0.03% 0.02%
Accuracy 99% 99%
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The fingerprint matching results show that the fake generated fingerprint images
are relatively unique when matched across the test and training set fingerprint images.
The FRR is the ratio of false rejections to the total number of matching attempts,
while the FAR is the ratio of false acceptance to the total number of matching at-
tempts. In table 1, both the FRR and FAR scores are low, indicating a high accuracy
of the BOZORTH3 fingerprint matching algorithm [90].

5.3 NFIQ2 Quality Analysis on Matched Samples

In order to investigate whether  or not the NFIQ2 scores  obtained influence the
BOZORTH3 matching score,  we sample the fingerprint images that  were matched
against the fake and real samples and have a BOZORTH3 score above 30 and then we
visualize their NFIQ2 utility scores. 

 

Fig. 17 Visualizing the NFIQ2 score distribution for the matched fingerprint images against fake fin-
gerprint images
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Fig. 18 Visualizing the NFIQ2 score distribution for the matched fingerprint images against finger-
print images in the test set

Fig. 19 Visualizing the NFIQ2 score distribution for the matched fingerprint images in the training
set

The visualizations presented in Fig. 17, Fig. 18 and Fig. 19 show that the NFIQ2
scores for the three sample sets are Gaussian distributions similar to the distributions
in Fig. 12, Fig. 13 and Fig. 14. However, the distributions for the test (Fig. 18) and
training samples (Fig. 19) are slightly skewed toward a higher NFIQ2 score. This is
reasonable when we consider the average NFIQ2 scores of 14, 39 and 42 from Fig.
17, Fig. 18 and Fig. 19 respectively. From the visualizations in this subsection, we ob-
serve that the BOZORTH3 algorithm is able to match fingerprints with relatively low
and high NFIQ2 scores  but  there  is  evidence  that  a  higher  BOZORTH3 score  is
achieved if the two fingerprints have a high NFIQ2 score.
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Table 2 Summary of Average NFIQ2 scores from samples across the datasets

Metric Generated samples
Generated samples 14
Training set 39
Test set 42

Table 3 Summary of Average NFIQ2 scores from samples that were matched with scores greater
than 30

Metric Generated samples
Generated samples 14
Training set 38
Test set 40

Table 4 Summary of Average BOZORTH3 matching scores

Generated samples Training set Test set
Generated samples 23 20 22

Tables 2 summarizes the average NFIQ2 scores for samples in all three sets while ta-
ble 3 summarizes the average NFIQ2 scores only for samples that had a BOZORTH3
match score greater than a threshold of 30. Table 2 summarizes section 5.1 while ta-
ble 3 summarizes section 5.3. Table 4 summarizes the average BOZORTH3 matching
scores where the generated samples are matched against all generated samples, sam-
ples in the training set and samples in the test set. Table 4 summarizes section 5.2.

6 Conclusion and Future works

The generated fingerprint images generated by the DCGAN are qualitatively realis-
tic but the utility scores from the NFIQ2 algorithm show that the generated images are
of low quality within the standards of biometric fingerprint quality metrics defined by
the National Institute of Standards and Technology. The results reveal serious impli-
cations for measuring the quality of GAN generated biometric data using qualitative
visualization only. The NFIQ2 results also show that the DCGAN in this study is un-
able to generate biometric  fingerprint  images with high utility values.  Finally,  the
BOZORTH3 fingerprint matching results show that the generated fingerprint samples
are unique to the generated samples, the test set and the train set fingerprint images.
This indicates that there are no privacy concerns where real fingerprint images have
high similarity  to the fake generated  fingerprint  images.  Future work with variant
GAN architectures should estimate the GANs overall ability to generate high utility
biometric data. 
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