< ZK-Proof of Sensing — Circuit Specification v1.0

Status: NORMATIVO — Ready for Implementation
Target Frameworks: Circom, Cairo, Noir
Security Level: 128-bit (BLS12-381 curve)

1. Circuit Overview

Purpose: Prove that a physical sensor performed a measurement at a specific time, without revealing the

measurement value.

Public Inputs: ((sensor id, nonce, measurement commitment) )

Private Inputs: ((measurement_value, sensor_private key, randomness))

Output: (valid/invalid proof)

2. Invariants Enforced (Z1-725)

71 — Binding Temporal Inviolavel

Where enforced: Lines 45-47 (temporal binding_check)

72 — Nao-Maleabilidade do Public Input

Where enforced: Lines 52-54 (commitment binding)

73 — Completude do Circuito

Verification: All L3 sensors can generate valid proofs (tested in Section 6)

74 — Soundness

Where enforced: BLS signature constraint (Line 54) + attestation check (Line 60)

75 — Zero-Knowledge



Verification: Proof does not leak (measurement value) (simulator exists, Section 7)

3. Circuit Pseudocode

-

rust




// ZK-PoS Circuit v1.0

// Framework: Circom-like pseudocode

template ZKProofOfSensing() {
// === PUBLIC INPUTS ==

signal input sensor_id; // Hardware identifier

signal input nonce; // Derived from block header

signal input measurement commitment; / SHA256(value || randomness)
signal input proof timestamp;  // When proof was generated

signal input block_timestamp:  // Reference block time

// === PRIVATE INPUTS (WITNESS) ===

signal input measurement value;, //Actual sensor reading (PRIVATE)
signal input randomness; // Commitment randomness (PRIVATE)
signal input sensor_private_key; // Hardware enclave key (PRIVATE)
signal input attestation; // Manufacturer signature (PRIVATE)
signal input firmware_hash; // Hash of sensor firmware (PRIVATE)

// === INTERMEDIATE SIGNALS
signal commitment_check;

signal signature_check;
signal temporal_check;
signal attestation_check;

// The nonce MUST be derived from the current block header
// This prevents replay attacks using old proofs

signal time_diff;
time_diff <-- abs(proof_timestamp - block_timestamp);

// Z1.1: Time drift must be less than 6_max (5 minutes = 300 seconds)
component delta_check = LessThan(32);

delta_check.in[0] <== time_diff}

delta_check.in[1] <==300; //6_max

temporal_check <== delta_check.out;

temporal check === 1,/ MUST be valid

// Z1.2: Nonce binding (implicit in signature verification below)

// The commitment binds the private measurement to the public proof




component commitment_hasher = Sha256Hasher();
commitment_hasher.in[0] <== measurement_value;
commitment_hasher.in[1] <== randomness;

commitment_check <== commitment_hasher.out;

// Z2: Public commitment MUST match private inputs
commitment_check === measurement_commitment;

// Prove that the sensor's private key signed (nonce || commitment)

// This is the core proof that hardware was physically present

component message_builder = ConcatFields();
message_builder.in[0] <== nonce;
message_builder.in[1] <== measurement_commitment;

signal message <== message_builder.out;

component bls_verifier = BLS12_381_Verify();

bls_verifier.message <== message;

bls_verifier.signature <== sensor_private_key; // Used to generate sig
bls verifier.public_key <== sensor_id: // Derived from sensor_id

signature_check <== bls_verifier.out;

// Z4: Signature MUST be valid (only possible with real hardware)
signature_check === 1;

// Verify that the sensor's firmware matches the attested version

// This prevents malicious firmware modifications

component attestation_verifier = BLS12_381_Verify();
attestation_verifier.message <== firmware_hash;

attestation_verifier.signature <== attestation,

attestation_verifier.public_key <== MANUFACTURER_ROOT _KEY; // Constant
attestation_check <== attestation_verifier.out;

// H4. Attestation MUST be valid

attestation_check === 1,




// If we reach here, the proof'is valid

4. Public Input Vector Format

Canonical Serialization (RFC 8785):

- N

json

. J

Size: 160 bytes (optimized for STARK provers)

5. Witness Structure (Private Inputs)

- N

json

// PRIVATE: Actual sensor reading
// PRIVATE: Commitment blinding factor
// PRIVATE: Never leaves hardware
// PRIVATE: Manufacturer signature
// PRIVATE: Firmware version hash

. J

Critical: (sensor private key)is NEVER extracted from hardware. The circuit uses it to verify the signature was

generated correctly, but the prover runs inside the secure enclave.

6. Verification Algorithm (For Validators)

python



# 1. Z1: Check temporal binding

#0 _max

# 2, Z2: Verify commitment is well-formed
# 32 bytes hex

# 3. Z4. Verify the ZK proof itself

#4. 13 Cross-check hardware registry

7. Zero-Knowledge Property (Z.5)

Theorem: The proof reveals no information about (measurement value).

Proof Sketch:

1. The commitment (C = SHA256(value || r)) is computationally hiding (by SHA-256 collision resistance)

2. The ZK-SNARK proof is zero-knowledge by construction (PLONK/Groth16 property)

3. The signature is on ((nonce || C) ), not on directly

4. A simulator can generate indistinguishable proofs without knowing

Simulator:

-
python




# Generate fake proof that looks real but uses random witness

# Real prover would constraint-check these

# Simulator just outputs random bits that verify correctly

8. Threat Model & Mitigations

Attack Invariant Violated = Mitigation

Replay old proof Z1 Nonce tied to recent block (< 5 min)

Forge proof without hardware 74 BLS signature requires private key in enclave (2-128)
Extract measurement from proof 75 Commitment is hiding, proof is zero-knowledge

Use revoked sensor I3 Validator checks hardware registry before accepting
Modify firmware H4 Attestation binds firmware hash to manufacturer signature
Side-channel leak H1 Not addressable in circuit (requires hardware audit)

9. Audit ChecKklist

Before implementing this circuit, verify:

71 — Temporal Binding

Line 45-47: Time difference constraint is enforced

6 _max = 300 seconds (5 minutes) is appropriate for your use case

Nonce derivation uses canonical block header (RFC 8785)

72 — Commitment

Line 52-54: Commitment uses SHA-256 (or Poseidon for STARKS)

Randomness has sufficient entropy (=256 bits)




74 — Soundness

Line 54: BLS signature verification is correct
Curve is BLS12-381 (not weaker curves)

Private key never leaves enclave (H1 audit required)

H4 — Firmware Binding

Line 60: Attestation signature verified

Manufacturer root key is from trusted hardware registry

Firmware hash is computed over complete binary (no partial hashing)
75 — Zero-Knowledge

Simulator exists and produces indistinguishable proofs

No intermediate signals leak (measurement value)

10. Implementation Notes

For Circom:

Ve

bash

For Cairo (STARK-friendly):
e Replace SHA-256 with Poseidon hash (cheaper in STARKS)
e Use Pedersen commitment instead of SHA-based

e Time constraint uses range checks (not floating point)

For Noir:

Ve

rust

11. Next Steps

1. Implement in target framework (Circom recommended for BLS12-381)



2. Generate trusted setup (Powers of Tau ceremony)
3. Integrate with hardware (prover runs in secure enclave)
4. Add to golden vectors (extend NoctHub test suite with ZK proofs)

5. Deploy verifier contract (if using blockchain consensus)

12. References

e BLS12-381: draft-irtf-cfrg-bls-signature-05

e Circom: iden3/circom
e PLONK: [Gabizon, Williamson, Ciobotaru 2019]

e Constitutional Message: NoctHub ML-SEP-01, Article 10

Circuit Specification Status: [{ SEALED
Certified for Implementation: December 18, 2025

"The silicon proves. The circuit verifies. The protocol trusts no one."”


https://datatracker.ietf.org/doc/html/draft-irtf-cfrg-bls-signature-05
https://github.com/iden3/circom

