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Abstract: This paper proposes a new theoretical framework for understanding 
autonomous decentralized systems by synthesizing the biological theory of 
autopoiesis with the cryptographic paradigm of verifiable computation. We argue that 
operational closure and self-production, central to autopoietic systems, find a 
technical analogue in the architecture of modern zero-knowledge virtual machines 
(zkVMs). Using the Nexus zkVM as a primary case study, we analyze how recursive 
proof systems (e.g., Nova, SuperNova) and Proof-Carrying Data (PCD) function as 
mechanisms for maintaining systemic integrity without reliance on a central authority, 
thereby creating a form of "computational autopoiesis." This framework is then 
applied to Decentralized Autonomous Organizations (DAOs), interpreting their 
governance models, crises (such as the 2016 The DAO hack), and reproductive events 
(blockchain forks) as phenomena of an emerging sociotechnical autopoietic system. 
By drawing parallels with self/non-self discrimination and the layered defense 
mechanisms of the biological immune system, we develop a robust model for 
analyzing the security, identity, and autonomy of these nascent digital entities. The 
paper concludes that this synthesis not only offers a powerful new lens for analyzing 
decentralized systems but also challenges traditional philosophical distinctions 
between living and artificial systems, suggesting a continuum of autonomous 
organization grounded in the logic of verification rather than trust. 

 

1. Introduction: The Problem of Autonomous Identity in a Hostile 
Environment 

 

 

1.1. The Central Question: What is an Autonomous System? 



 

The fundamental question that animates both theoretical biology and the forefront of 
computer science is deceptively simple: how can any system—be it biological, social, 
or computational—define, maintain, and defend its identity and integrity in a complex, 
dynamic, and often antagonistic environment, without resorting to a central 
coordinating authority? 1 This question is, at its core, a problem of boundaries. The 
very notion of an entity presupposes a demarcation from its surroundings; a frontier 
that distinguishes it from what it is not.8 From the cellular membranes that separate 
the living from the non-living to the conceptual boundaries that define social systems, 
the formation of identity is an act of delimitation.14 

The history of systems, from biology to human organization, can be read as a 
chronicle of evolutionary solutions to this persistent problem of maintaining identity 
against entropic forces and external threats.16 Living systems, in particular, have 
developed mechanisms of unparalleled sophistication for self-preservation. These 
mechanisms are not merely reactive; they are constitutive of the system's very 
identity. The ability of a system to actively produce and maintain itself is what 
Maturana and Varela (1980) termed autopoiesis, or "self-production."18 An autopoietic 
system is one whose sole purpose is the continuous production of itself, maintaining 
its organization invariant while its components are in constant flux. This 
"organizational closure" is the basis of biological autonomy.5 

In the digital domain, the quest for autonomy has been more elusive. Centralized 
systems rely on administrators to define and police their boundaries. Federated 
systems distribute this authority but still depend on trust and social agreement among 
node operators.20 The promise of decentralized systems, such as blockchain 
networks, is to achieve a more radical form of autonomy, where the system's integrity 
is guaranteed not by human administrators or social agreements, but by the rules of 
the protocol itself. However, even these systems face the fundamental challenge of 
identity in a hostile environment: how can they defend, adapt, and evolve without 
succumbing to attacks or internal disorder? 

 

1.2. The Biological Paradigm: The Immune System as a Model for Decentralized 
Defense 

 

Nature offers the most successful example of a system for identity maintenance and 



decentralized defense: the vertebrate immune system.23 This system's primary 
function is the discrimination between "self" (components of the organism) and 
"non-self" (pathogenic agents, toxins, abnormal cells), a task of immense complexity 
performed without a central command.26 Immunology, therefore, can be seen as the 
"science of self/non-self discrimination" 31, providing a powerful conceptual 
framework for thinking about security in autonomous systems. 

Immunological defense is organized in layers, a strategy analogous to "defense in 
depth" in cybersecurity.32 Innate immunity provides the first line of defense: a rapid, 
non-specific response that recognizes conserved molecular patterns associated with 
pathogens (PAMPs) or cellular damage (DAMPs).37 If this first line is breached, 
adaptive immunity is activated. This is a slower but highly specific response endowed 
with memory, mediated by T and B lymphocytes that learn to recognize and remember 
specific antigens.37 This layered defense architecture, combining predetermined 
responses with adaptive learning, offers a robust model for the resilience of complex 
systems. 

The convergence between the problems faced by biological systems and 
computational systems is not merely metaphorical; it reflects a deep isomorphism in 
the challenges of maintaining decentralized integrity. Computational immunology and 
bio-inspired cybersecurity are fields that already explore this convergence, 
abstracting principles like diversity, memory, and distributed detection to design more 
resilient security systems.24 The rise of zkVMs and DAOs represents the next logical 
step in this evolutionary trajectory. These systems are not just 

inspired by biological autonomy; they attempt to instantiate it through cryptographic 
means. A zkVM that proves its own execution is, in a very real sense, performing a 
perfect self/non-self discrimination at the computational level. This article, therefore, 
does not present a mere analogy but investigates an observable trend in the 
co-evolution of thought in both biology and computer science, where both fields 
grapple with the same fundamental problem of autonomous and decentralized 
integrity. 

 

1.3. Thesis and Roadmap 

 

This article presents the thesis that the fusion of the principles of autopoiesis with the 
paradigm of verifiable computation offers a new and powerful theoretical framework 



for the creation and analysis of truly autonomous digital systems. We argue that 
systems like the Nexus zkVM 65 represent a new class of entity whose organizational 
closure is guaranteed not by social trust or legal decree, but by mathematical proof. 

To develop this thesis, the article is structured as follows: 
Section 2 delves into the theory of autopoiesis, tracing its origin in the biology of Maturana 
and Varela, its controversial application to social systems by Niklas Luhmann, and the critiques 
and refinements proposed by theorists like Donna Haraway. 
Section 3 explores the cryptographic mechanisms that make computational autopoiesis 
possible. We focus on verifiable computation, explaining the fundamentals of zero-knowledge 
proofs (ZKPs) and detailing the architecture of the Nexus zkVM, with an emphasis on its 
recursive folding schemes and the concept of Proof-Carrying Data (PCD). This section also 
revisits the immune system analogy, mapping concepts like tolerance and self/non-self 
discrimination to cryptographic protocols. 
Section 4 applies this theoretical framework to the analysis of Decentralized Autonomous 
Organizations (DAOs). We examine DAOs as nascent sociotechnical autopoietic systems, 
interpreting their governance models, crises, and reproductive events—such as the 2016 The 
DAO fork—through the lens of autopoiesis and immunological theory. 
Finally, Section 5 synthesizes the arguments and explores the broader philosophical 
implications of this new conception of digital being, addressing questions about the nature of 
reality, agency, and identity in the age of verifiable computation. 

 

2. The Autopoietic Principle: From Biological Life to Social 
Systems 

 

To understand the possibility of autonomous digital systems, it is imperative to first 
grasp the concept of autonomy in its most fundamental form: biological life. The 
theory of autopoiesis, developed by Chilean biologists Humberto Maturana and 
Francisco Varela, offers the most rigorous and influential definition of the organization 
that constitutes a living system as an autonomous unit.3 This section will detail this 
theory, its controversial extension to social systems by Niklas Luhmann, and the 
critiques that have refined it, thus establishing the conceptual framework for our 
analysis of computational autopoiesis. 

 

2.1. The Organization of the Living: The Autopoiesis Theory of Maturana and 
Varela 



 

 

2.1.1. Defining Autopoiesis 

 

In their seminal work, Autopoiesis and Cognition: The Realization of the Living (1980), 
Maturana and Varela defined an autopoietic system as "a network of processes of 
production (transformation and destruction) of components that: (i) through their 
interactions and transformations, continuously regenerate and realize the network of 
processes (relations) that produced them; and (ii) constitute [the machine] as a 
concrete unity in the space in which they exist by specifying the topological domain of 
its realization as such a network."3 In simpler terms, an autopoietic system is a system 
that produces itself.68 The paradigmatic example is the biological cell: its network of 
metabolic reactions produces the components (proteins, lipids, etc.) that, in turn, 
constitute the network itself and the cell membrane that delimits it. The product of the 
system is the system itself.3 This circular, self-referential organization is what defines 
life, not its specific material components, which are in constant flux. 

 

2.1.2. Organizational Closure vs. Operational Closure 

 

A critical distinction in autopoiesis theory is between organization and structure. 
Organization refers to the relations between components that define a system as a 
unit of a certain class (e.g., the metabolic relations that define a cell). Structure refers 
to the actual components and relations that realize that organization at a given 
moment.6 An autopoietic system maintains its organization invariant, while its 
structure can change continuously. 

This organizational invariance is achieved through organizational closure and 
operational closure. The system is organizationally closed because its identity is 
defined by a network of relations that refers only to itself.5 It is operationally closed 
because its processes of component production are recursively dependent on each 
other; there are no inputs or outputs of operations, only of matter and energy.6 This 
closure is the basis of the system's autonomy: its behavior is determined by its own 
structure and organization, not by the environment.6 



 

2.1.3. Structural Coupling and the Environment 

 

Organizational closure does not imply isolation. On the contrary, autopoietic systems 
are structurally open to their environment. They exist in a medium with which they 
exchange matter and energy. The relationship between an autopoietic system and its 
medium is described by the concept of structural coupling.7 The environment does 
not determine the system's organization, but it can trigger ("perturb") changes in its 
structure. The system, in turn, compensates for these perturbations with structural 
changes that maintain its organization. This history of recurrent interactions leads to a 
mutual congruence between the system and the medium. A living system persists only 
as long as its structural changes are congruent with the maintenance of its 
autopoiesis. 

 

2.1.4. Autopoiesis and Cognition 

 

The most radical consequence of Maturana and Varela's theory is their redefinition of 
cognition. They state that "living systems are cognitive systems, and living as a 
process is a process of cognition."75 Cognition is not the representation of a pre-given 
external world, but the 

enaction of a world through structural coupling.76 A living system "brings forth" a 
domain of significance through its interactions, defining what is relevant for its own 
maintenance. Knowledge, in this perspective, is not about having an accurate internal 
model of the external world; it is about having the ability to act effectively in the 
medium to maintain one's own life. 

 

2.2. The Luhmannian Turn: Communication as Autopoiesis 

 

The German sociologist Niklas Luhmann performed the most ambitious and 
controversial extension of autopoiesis theory, applying it to social systems.19 His work 
represents a paradigm shift in social theory, moving away from actor- or 



action-centered models to a communication-centered model. 

 

2.2.1. Social Systems as Communication Systems 

 

For Luhmann, the fundamental and autopoietic element of social systems is not the 
human being, but communication.82 A communication event (which Luhmann breaks 
down into three selections: information, utterance, and understanding) makes 
subsequent communication possible and necessary. Communications produce 
communications, forming an operationally closed system that reproduces itself from 
its own elements.90 

Luhmann's theory, while powerful, faces a critical objection: how can 
"communication" be an element that produces another "communication" without the 
direct agency of human consciousness? This "ghost in the machine" problem, a major 
critique of Luhmann 91, finds a literal and potent solution in the form of smart 
contracts and zkVMs. The original theory of Maturana and Varela is rooted in physical 
and chemical processes; the components of a cell physically produce other 
components.3 Luhmann abstracts this to the social domain, where one communication 
produces the conditions for the next.19 Critics argue that this abstraction is excessive; 
communications do not "act" on their own—people do. Luhmann's system seems to 
require human actors but then excludes them from the system's definition, creating a 
paradox. Smart contracts on a blockchain offer a mechanism where this is no longer a 
metaphor. A transaction (a communication) on a blockchain 

literally and automatically triggers the execution of code that produces a new state, 
which in turn allows the next valid transaction (communication). The "operation" is 
performed by the decentralized network protocol, not by a conscious human agent. A 
zkVM like Nexus takes this a step further. The system does not just execute the 
communication; it produces a proof of its own valid execution.65 This proof is a new 
form of communication that attests to the integrity of the system's own autopoietic 
process. Thus, blockchain-based systems provide the first empirical example of a 
social system (in Luhmann's sense) where operational closure is not just a theoretical 
construct but a technically enforced reality. The "ghost" is the decentralized virtual 
machine itself. 

 



2.2.2. Humans as Environment 

 

In Luhmann's framework, individual psychic systems (consciousnesses) and their 
biological bodies are not components of the social system but part of its 
environment.82 Humans can "irritate" or "perturb" the communication system—for 
example, through thoughts that lead to new utterances—but they do not directly 
participate in its autopoiesis. This radically anti-humanist stance is crucial for 
understanding code-driven systems like DAOs, where the protocol operates 
independently of the intentions or psychology of its users. 

 

2.2.3. Functional Differentiation and Binary Codes 

 

Modern society, for Luhmann, differentiates into autonomous functional 
subsystems—such as law, economy, politics, science—each operating with its own 
binary code (e.g., legal/illegal, payment/non-payment).90 This code governs the 
internal communications of each system and ensures its operational closure. This 
framework provides a powerful lens for analyzing how a DAO, as an economic system, 
can operate according to its own code (the smart contract rules), distinct from the 
legal or political systems in its environment. 

 

2.3. Critiques and Refinements: The Sympoietic Challenge 

 

The notion of autopoiesis as self-production and total closure has been challenged, 
most notably by the philosopher of science Donna Haraway, who proposed the 
concept of sympoiesis ("making-with").96 

 

2.3.1. Haraway's Critique of "Self-Making" 

 

Drawing on the work of M. Beth Dempster, Haraway argues that "nothing makes itself; 
nothing is really autopoietic or self-organizing."99 Sympoietic systems are 



"collectively-producing systems that do not have self-defined spatial or temporal 
boundaries. Information and control are distributed among components. The systems 
are evolutionary and have the potential for surprising change."98 In contrast, 
autopoietic systems are described as "self-producing" autonomous units "with self 
defined spatial or temporal boundaries that tend to be centrally controlled, 
homeostatic, and predictable."98 This critique questions the absolute autonomy 
implied by the concept of autopoiesis, emphasizing the interdependence and 
entanglement of all systems with their environments. 

 

2.3.2. Generative Friction 

 

Instead of viewing autopoiesis and sympoiesis as opposites, Haraway suggests they 
exist in a "generative friction" or "generative enfolding."99 This perspective allows for a 
more nuanced view, where systems possess degrees of closure but are always and 
inevitably entangled with their environments. The concept of generative friction will be 
vital for analyzing the hybrid human-machine nature of DAOs, which exhibit a 
code-defined closure (autopoietic) but are constitutively dependent on their human 
communities and external legal systems (sympoietic). 

Table 1: Comparative Framework of Autopoietic and Sympoietic Systems 

Characteristic Autopoiesis (Maturana/Varela) Sympoiesis 
(Dempster/Haraway) 

Boundary Self-defined, topologically 
closed space 3 

Boundaryless, open 96 

Production Self-produced, autonomous 4 Collectively produced, 
"making-with" 99 

Control Centrally controlled (within 
the unit) 101 

Distributively controlled 98 

State Homeostatic (maintaining 
stability) 108 

Homeorhetic (maintaining 
flow/dynamism) 101 

Orientation Developmental, predictable 101 Evolutionary, unpredictable, 
surprising change 98 



This table establishes the central theoretical tension of the paper. It provides a clear 
frame of reference for understanding the two poles of autonomy. This framework will 
be used in Section 4 to analyze DAOs not as purely autopoietic, but as existing on a 
spectrum, exhibiting a "generative friction" between their code-defined closure 
(autopoiesis) and their necessary entanglement with human communities and 
external legal systems (sympoiesis). 

 

3. The Logic of Verification: Cryptography as a Substrate for 
Operational Closure 

 

If autopoiesis describes the organization of an autonomous system, the next question 
is what mechanism can instantiate this organization in the digital domain. We argue 
that this mechanism is verifiable computation, a paradigm enabled by modern 
cryptography that replaces the need for interpersonal or institutional trust with the 
ability for mathematical verification. This section will detail this fundamental shift, 
explore the architecture of the Nexus zkVM as a concrete implementation of this 
principle, and deepen the analogy with the immune system to illuminate the logic of 
decentralized security. 

 

3.1. From Trust to Verification: A Fundamental Shift 

 

 

3.1.1. The Problem of Impersonal Trust 

 

Traditional social systems, from markets to political institutions, are based on trust. 
Trust, however, is inherently fragile. As philosophers and sociologists have observed, 
trust implies a vulnerability to betrayal; if there were a guarantee of performance, trust 
would be unnecessary.109 This problem is exacerbated in large-scale "impersonal" 
systems, such as global markets or digital networks, where direct relationships are 
impossible and trust must be placed in intermediaries or guardian institutions.121 These 



guardians, in turn, become new points of failure and potential sites of power abuse.121 

 

3.1.2. The Cryptographic Alternative: "Don't Trust, Verify" 

 

Cryptography and, by extension, blockchain systems, offer a radical alternative to this 
dilemma. Their central ethos can be summarized as: "Don't trust, verify."125 Instead of 
relying on the benevolence or reputation of an intermediary, these systems are 
designed to allow any participant to independently verify the validity of claims. This is 
a fundamental shift in the basis of social order, from a sociological foundation (trust) 
to a mathematical one (verification). 

 

3.1.3. Zero-Knowledge Proofs (ZKPs) as a Mechanism for Trustless Interaction 

 

The key cryptographic primitive that enables this shift is zero-knowledge proofs 
(ZKPs). A ZKP allows one party (the prover) to convince another party (the verifier) 
that a statement is true, without revealing any information beyond the validity of the 
statement itself.133 A ZKP must satisfy three essential properties 133: 

1. Completeness: If the statement is true, an honest prover will always convince an 
honest verifier. 

2. Soundness: If the statement is false, no dishonest prover can convince an honest 
verifier (except with negligible probability). 

3. Zero-Knowledge: If the statement is true, the verifier learns nothing beyond the 
fact that the statement is true. 

These properties allow for the verification of computations without the need to 
re-execute them or have access to the underlying private data, establishing a basis 
for operational closure in open, adversarial systems. Analogies like Ali Baba's cave or 
"Where's Wally?" are often used to intuitively illustrate these principles.133 

 

3.2. The Nexus zkVM: An Architecture for Verifiable Autopoiesis 

 



While ZKPs can be used to prove specific computations, a Zero-Knowledge Virtual 
Machine (zkVM) generalizes this power. A zkVM is a system that can prove the 
correct execution of any arbitrary program, creating a general-purpose substrate for 
verifiable computation.65 

 

3.2.1. The Nexus zkVM Architecture 

 

The Nexus project aims to enable verifiable computation at internet scale, with the 
ambitious goal of proving one trillion CPU cycles per second.65 Its architecture, 
detailed in its whitepaper 65, is designed for this purpose and serves as an excellent 
case study for computational autopoiesis. Its key components include: 

● Nexus Virtual Machine (NVM): The heart of the system is a simple, extensible 
instruction set architecture (ISA) based on RISC-V. Its simplicity is a deliberate 
design feature; a minimalist ISA is more "ZK-friendly," meaning its operations are 
more efficient to prove cryptographically.65 The NVM can be extended with "zkVM 
coprocessors" to accelerate custom operations, such as cryptographic primitives 
(e.g., SHA-256), allowing for ASIC-like performance for specific computations.65 

● Recursive Folding Schemes (Nova and SuperNova): The central innovation 
powering the Nexus zkVM is the use of high-speed recursive proof schemes, 
specifically folding schemes like Nova 153 and its successor, SuperNova.65 These 
schemes realize 
Incrementally Verifiable Computation (IVC).65 Instead of generating and 
verifying a monolithic proof for a long computation, IVC allows the prover to "fold" 
the proof of each computational step into a running, accumulated proof. The 
prover's work at each step remains constant, regardless of the number of steps 
already executed, which drastically reduces memory requirements and allows for 
massive parallelization.162 SuperNova generalizes IVC to 
non-uniform IVC (NIVC), enabling the efficient proof of programs with multiple 
instruction types without incurring the cost of a universal circuit that covers all 
possible instructions.156 The cost of proving a step is proportional only to the size 
of the circuit for the specific instruction being executed.156 

● Proof-Carrying Data (PCD): IVC is a special case of a more general concept 
called Proof-Carrying Data (PCD).166 In a PCD system, each message or piece of 
data flowing through a distributed computation is accompanied by a succinct 
proof attesting that the data and its entire computational history comply with a 
predefined set of rules. This allows for trustless interoperability between mutually 



distrusting parties, as each component can verify the validity of its inputs before 
processing them.170 

● Nexus Network: The ultimate vision is the Nexus Network, a large-scale 
distributed network of heterogeneous provers (CPUs/GPUs) that aggregate their 
computational power to generate proofs for the zkVM in parallel. This transforms 
the network into a "verifiable supercomputer," whose proving capacity scales 
linearly with the collective computational power of the network.65 

 

3.2.2. Verifiable Computation as a Negentropic Force 

 

Autopoietic systems, as self-organizing entities, are often described as islands of 
order that resist the universe's general tendency toward entropy (disorder), a concept 
linked to Schrödinger's idea of "negentropy."3 Verifiable computation can be framed 
as a negentropic mechanism for the informational domain. The Second Law of 
Thermodynamics states that the entropy of an isolated system tends to increase, 
leading to disorder—the "thermodynamic arrow of time."16 Living systems maintain 
their internal order by capturing free energy and expelling entropy into their 
environment.185 In the informational domain, unverified computation in a distributed 
system tends toward entropy; errors, malicious attacks, and desynchronization 
introduce disorder, corrupting the system's state. A zkVM like Nexus acts as a 
mechanism to combat this informational entropy. At each step, the system performs 
work (the calculation of the proof) to maintain the integrity of its state. The proof itself 
is a highly ordered, low-entropy artifact that certifies the correctness of the system's 
operation. By recursively folding these proofs, the system continuously "expels" 
uncertainty about its past states, maintaining a single, verified, low-entropy chain of 
states. It actively works to preserve its own informational order against the constant 
threat of computational and adversarial "noise." Therefore, verifiable computation is 
not just a security tool; it is a fundamental thermodynamic process for digital systems, 
analogous to metabolism in biological systems, that allows for the emergence and 
persistence of complex, autonomous order. 

 

3.3. The Immune System Analogy Revisited: ZKPs and Tolerance 

 

The analogy with the immune system becomes even more precise when we examine 



the mechanisms of immunological tolerance in light of cryptographic protocols. 

 

3.3.1. Self/Non-Self Discrimination as Proof Validation 

 

The process of distinguishing "self" (valid state transitions) from "non-self" (invalid or 
malicious computations) is directly analogous to the role of the verifier in a ZK system. 
A valid proof is "self"; an invalid proof is "non-self." The system maintains its identity 
by accepting only those operations that can be proven to belong to its set of valid 
rules. 

 

3.3.2. Central and Peripheral Tolerance as Cryptographic Protocols 

 

We can extend the analogy to map the two types of immunological tolerance to 
different phases of cryptographic security: 

● Central Tolerance (Thymic Selection): The process in the thymus where T 
lymphocytes are "trained" not to attack self-antigens can be seen as analogous 
to the trusted setup or parameter generation phase of some ZK systems (e.g., 
Groth16).198 In this phase, the system is pre-configured with the rules that define 
"self." The role of the AIRE protein, which presents a wide range of peripheral 
tissue self-antigens to developing T cells in the thymus 210, is analogous to the 
need for a comprehensive and secure setup ceremony to prevent future 
"autoimmune diseases" (vulnerabilities). If thymic "education" is incomplete, 
autoreactive T cells can escape, just as a flawed trusted setup can create "toxic 
waste" that allows for proof forgery.216 

● Peripheral Tolerance: The mechanisms that control autoreactive cells that 
escape central selection and circulate in the periphery (such as anergy or 
suppression by regulatory T cells) are analogous to the continuous verification 
protocols in a running system.198 The verification of a ZKP acts as a peripheral 
check, ensuring that a given computation (an "activated cell") is not 
"autoreactive" (malicious or invalid) before it can alter the system's state. 

 

3.3.3. The T-Cell and B-Cell Interaction as a Zero-Knowledge Proof 



 

We can take the analogy a step further and propose a more speculative model. The 
highly specific interaction between a B lymphocyte (which has encountered a 
pathogen) and a helper T lymphocyte is essential for mounting a robust humoral 
immune response.220 This process can be interpreted as a form of zero-knowledge 
interactive proof: 

1. The B Lymphocyte (Prover) encounters a pathogen and processes its antigens. 
It now "knows" a secret: the identity of the invader. 

2. To be activated and produce antibodies, the B lymphocyte must present a 
fragment of the antigen (a peptide) on its surface, bound to an MHC class II 
molecule. This is the statement it makes to the system. 

3. The Helper T Lymphocyte (Verifier), with a corresponding T-cell receptor (TCR), 
binds to this peptide-MHC complex. This is the verification of the proof. 

4. Crucially, the interaction alone is not sufficient. The T lymphocyte must provide a 
second signal, co-stimulation, to fully activate the B lymphocyte. This second 
signal confirms that the threat is genuine and that a full-scale response is 
justified. 

In this analogy, the B lymphocyte proves it has encountered a valid "non-self" antigen 
(the secret/witness) without the T lymphocyte needing to encounter the entire 
pathogen. The T lymphocyte verifies the "proof" (the presented peptide) and, if valid, 
gives the "ok" (co-stimulation) for the response to proceed. This complex, specific 
interaction ensures that only valid responses are mounted, mirroring the 
completeness and soundness properties of a ZKP. 

Table 2: Analogical Mapping of Immunological and Decentralized System 
Concepts 

Immunological 
Concept 

Description Decentralized System 
Analogue 

Technical Example & 
Description 

Self/Non-Self 
Discrimination 

Distinguishing the 
body's own 
components from 
foreign invaders.26 

System Integrity vs. 
External Threat 

Distinguishing valid 
state transitions from 
malicious or invalid 
inputs. 

PAMPs/DAMPs Conserved molecular 
patterns on 
pathogens or from 
damaged cells that 

Known 
Vulnerabilities / 
Zero-Day Exploits 

Signatures of known 
attacks or anomalous 
patterns indicating a 
new attack. 



trigger innate 
immunity.37 

Innate vs. Adaptive 
Immunity 

Initial rapid, 
non-specific 
response vs. slow, 
specific, 
memory-based 
response.37 

Proactive vs. 
Reactive Security 

Preventative 
defenses vs. adaptive 
responses to new 
threats. 

Immunological 
Tolerance 

Preventing immune 
attacks against 
self-antigens or 
harmless foreign 
substances.198 

Access Control and 
Permissions 

Defining rules on 
which 
actors/operations are 
considered "self" and 
allowed to interact 
with the system 
without triggering a 
defensive response. 

Immunological 
Memory 

Faster and stronger 
response to 
previously 
encountered 
pathogens.23 

Threat Intelligence 
and Learning 

Storing information 
about past attacks to 
enable faster 
detection and 
mitigation of similar 
future attacks. 

 

3.4. The Fragility of the Verifiable World: Vulnerabilities and Formal Methods 

 

The promise of a system whose integrity is guaranteed by mathematics is powerful, 
but the maxim "code is law" is not infallible. The practical implementation of 
zero-knowledge proof systems introduces its own fragilities. Vulnerabilities can arise 
not in the underlying mathematics, but in its translation into code. Common 
vulnerabilities in ZK circuits include: 

● Under-constrained Circuits: The most fundamental error occurs when the 
arithmetic circuit does not impose sufficient constraints to ensure correctness. A 
malicious prover can exploit this gap to construct a witness for a false statement 
that nevertheless satisfies the circuit's incomplete constraints, leading to the 
creation of an invalid proof that the verifier accepts.227 

● Arithmetic Errors: Circuits operating over finite fields must carefully handle 
overflows and underflows. An error in handling these edge cases can lead to 



vulnerabilities, such as allowing a withdrawal larger than the balance to result in a 
new positive balance due to an underflow.227 

● Fiat-Shamir Transformation Vulnerabilities: Many non-interactive ZK systems 
rely on the Fiat-Shamir heuristic to convert an interactive protocol into a 
non-interactive one. Insecure implementations of this transformation can open 
the door to proof-forgery attacks, a class of vulnerabilities dubbed "Frozen 
Heart."216 

● Trusted Setup Vulnerabilities: Systems like Groth16 require an initial setup 
phase to generate public parameters. If the secret data ("toxic waste") used in 
this phase is compromised, an attacker can forge proofs for any statement. 
Although multi-party computation (MPC) ceremonies mitigate this risk, the 
reliance on an initial setup remains a theoretical attack vector.216 

Furthermore, the principle of "Garbage In, Garbage Out" (GIGO) applies 
forcefully.231 Even a perfectly verified computation is useless if the input data is flawed, 
biased, or malicious. Cryptographic verification guarantees the correctness of the 

execution, not the truthfulness or quality of the inputs. This underscores the 
importance of data provenance and governance at the application layer. 

To mitigate these risks, the community has turned to formal verification, a set of 
mathematical techniques for proving the correctness of the circuit code itself against 
a formal specification.237 Tools like theorem provers and model checkers can analyze a 
circuit and guarantee that it is free from certain classes of bugs. However, formal 
verification also has its limitations: its effectiveness depends entirely on the 
correctness and completeness of the specification; it can be computationally 
intractable for very complex systems; and it cannot protect against failures in the 
underlying hardware or side-channel attacks.243 Thus, the verifiable world is not a 
world of absolute certainty, but rather one where trust is shifted from human agency 
to the correctness of mathematical models and their software implementations, each 
with its own fragilities. 

 

4. The Emerging System: Decentralized Autonomous 
Organizations (DAOs) 

 

If the Nexus zkVM represents the technical substrate for computational autopoiesis, 



Decentralized Autonomous Organizations (DAOs) represent its first sociotechnical 
manifestations. DAOs are internet-native organizations that use smart contracts on 
blockchains to coordinate and govern themselves, with the goal of minimizing the 
need for centralized hierarchical management.246 In this section, we will analyze DAOs 
through the lens of autopoietic theory, examining their governance mechanisms as 
forms of communication, their crises as failures in operational closure, and their forks 
as acts of systemic reproduction. 

 

4.1. DAOs as Nascent Autopoietic Systems 

 

 

4.1.1. On-Chain Governance as Communication 

 

The life of a DAO unfolds through a series of on-chain communications. Proposals to 
change the protocol, allocate treasury funds, or make any other collective decision 
are submitted to the network. Members, typically holders of governance tokens, vote 
on these proposals. If a proposal reaches quorum and the approval threshold, the 
smart contract automatically executes the change.256 

This process can be rigorously mapped to Luhmann's concept of communication. 
Each proposal is an "utterance" that offers "information" (a proposed state change). 
The vote is the process through which the system arrives at a collective 
"understanding." The execution of the proposal is the consequence of that 
understanding, which in turn creates a new state of the system, allowing for new 
communications (proposals). The system is therefore operationally closed at the 
on-chain level: communications produce and are produced by other communications, 
in a recursive cycle maintained by the blockchain protocol. 

 

4.1.2. Governance Models and Their Logics 

 

DAOs have experimented with various governance models, each representing a 
different "binary code" that structures their communication process and reflects 



different trade-offs between decentralization, efficiency, and security.262 

Table 3: Governance Models in Decentralized Autonomous Organizations 

Governance Model Mechanism Pros (Towards 
Decentralization/Auto
nomy) 

Cons 
(Efficiency/Security 
Risks) 

Token-Weighted 
Voting 

1 token = 1 vote. 175 Direct and simple 
stakeholder 
influence. 

Prone to plutocracy 
(dominance by 
"whales"), low voter 
turnout/apathy. 265 

Quadratic Voting The cost of a vote 
increases 
quadratically with the 
number of votes cast. 
175 

Mitigates "whale" 
dominance, promotes 
broader preference 
expression. 

Complex to 
implement, 
vulnerable to Sybil 
attacks (users 
splitting tokens 
across multiple 
wallets). 268 

Reputation-Based 
Governance 

Voting power is 
based on 
contributions and 
participation, not just 
capital. 175 

Rewards active 
participation, 
decouples 
governance from 
wealth. 

Reputation can be 
ambiguous, difficult 
to quantify, and 
manipulable (e.g., 
social manipulation). 
268 

Delegated Voting 
(Liquid Democracy) 

Token holders can 
delegate their votes 
to trusted experts or 
representatives. 268 

Addresses voter 
apathy, leverages 
expert knowledge, 
improves efficiency. 

Can lead to 
centralization around 
a few powerful 
delegates, potential 
for delegate 
collusion. 268 

This diversity of models illustrates the ongoing search by DAOs for a viable 
organizational structure, balancing the ideals of decentralization with the pragmatic 
realities of efficient decision-making. 

 

4.2. The Limits of Code: The Organizational Trilemma and the Paradox of Power 

 



The idealized vision of a DAO as a purely autonomous entity, governed only by code, 
collides with the realities of social and economic organization. Economic theory offers 
powerful analytical tools to understand these tensions. 

 

4.2.1. The Trilemma of Autonomy, Decentralization, and Efficiency 

 

A particularly relevant concept is the "Organizational Trilemma," which posits that the 
goals of autonomy, decentralization, and efficiency are in inherent conflict.270 A system 
can, at most, achieve two of these three goals, but always at the expense of the third: 

● Autonomy + Decentralization → Inefficiency: A fully autonomous and 
decentralized organization tends toward inefficiency, as the lack of centralized 
enforcement mechanisms can lead to voter apathy and decision-making 
paralysis.270 

● Autonomy + Efficiency → Centralization: To be efficient, an autonomous 
organization (without recourse to external courts) often needs to centralize 
decision-making power to overcome coordination problems.270 This is evident in 
DAOs where central development teams or large token holders ("whales") hold 
disproportionate influence.265 

● Decentralization + Efficiency → Non-autonomy: A decentralized organization 
can be efficient if it relies on an external authority (like the legal system) to 
enforce contracts, but this compromises its autonomy.270 

This trilemma exposes the fundamental tension at the heart of the DAO project: the 
pursuit of pure autonomy through code often leads to de facto recentralization or 
paralyzing inefficiency. 

 

4.2.2. The Inevitability of Human Intervention 

 

The analysis of the trilemma reveals that most DAOs are not purely autopoietic 
systems, but rather hybrid systems that exhibit a strong "structural coupling" with 
their human and legal environment.275 Most significant actions (e.g., software 
development, marketing, legal compliance) occur "off-chain" and require human 
intervention. The DAO, in its current state, is not a fully autonomous entity, but rather a 



new coordination tool for human collectives. 

 

4.2.3. The Paradox of Power 

 

The "Paradox of Power" describes a situation where an agent can be harmed by their 
own power.270 In an autonomous organization, the power of a manager (or a central 
team) is limited by the "right of exit" of subordinates (or community members). If 
managers abuse their power, members can leave, dissolving the organization and 
depriving the managers of the benefits of their power. This forces power holders to 
act with restraint to keep the organization intact. In DAOs, this "right of exit" is 
radicalized by the ability to "fork" the protocol—create a competing copy—which 
brings us to the mechanism of systemic reproduction. 

 

4.3. Reproduction and Identity Crisis: The Blockchain Fork 

 

A blockchain fork is more than a technical event; it is a fundamental systemic event 
that can be interpreted as an act of identity crisis, reproduction, or extinction.276 

 

4.3.1. Case Study: The "The DAO" Hack (2016) 

 

The most famous and formative example in the history of DAOs is the 2016 "The DAO" 
hack. This event serves as a perfect case study for autopoietic analysis. 

● The Exploit: An attacker exploited a "reentrancy" vulnerability in The DAO's smart 
contract. The code allowed the attacker to withdraw funds repeatedly before the 
contract's balance was updated.283 This was a catastrophic breach of its intended 
operational closure. It is noteworthy that this and other vulnerabilities were 
pointed out by researchers in a paper titled "A Call for a Temporary Moratorium 
on The DAO" before the attack, but the warnings were not heeded in time.288 

● The Debate: "Code is Law" vs. Social Consensus: The hack triggered an 
intense philosophical debate in the Ethereum community. On one hand, 
proponents of the "code is law" principle argued that the contract's execution, 



though exploitative, was valid according to the protocol's rules. Intervening would 
violate the principle of blockchain immutability.294 On the other hand, many 
argued that the code did not reflect the community's intent and that allowing the 
theft of $50 million would destroy trust in the ecosystem.280 This was a direct 
confrontation between the autopoiesis of the code and the autopoiesis of the 
human social system surrounding it. 

● The Hard Fork as Reproduction: The final decision of the majority of the 
community was to execute a hard fork to reverse the attacker's transactions.279 
This act can be interpreted as a reproductive event. The original system 
(Ethereum) faced an existential crisis and split into two distinct, autonomous 
daughter systems: the new chain (ETH), which altered its history to survive, and 
the original chain (Ethereum Classic - ETC), which maintained its history intact 
based on the "code is law" principle. Each developed its own identity, community, 
and operational rules (its own "binary code"). 

 

4.3.2. The DAO Fork as a Failure of Immunological Tolerance 

 

We can deepen the analysis of The DAO fork using our immunological analogy. The 
event can be modeled as a failure of the system's "immunological tolerance," leading 
to an "autoimmune" crisis where the system attacked a part of its own history to 
preserve the whole. 

1. In immunology, tolerance is the mechanism that prevents the immune system 
from attacking "self" components.306 A failure in tolerance leads to autoimmune 
diseases, where the body attacks its own tissues.310 

2. In the context of the Ethereum blockchain, the principle of immutability defines 
"self." Every valid transaction, once confirmed, is part of the system's identity and 
history. 

3. The DAO hacker's transactions, though malicious in intent, were valid according 
to the smart contract's code rules at the time. They were, in a sense, "self." 

4. The Ethereum community, acting as a higher-order social system, identified these 
valid but malicious transactions as a "pathology" that threatened the health of 
the entire organism (the Ethereum ecosystem). 

5. The hard fork was an "immune response" that failed to tolerate a part of its own 
history. It was an act of "autoimmunity": the system surgically removed a piece of 
its own valid state (the hacker's transactions) to ensure the survival of the greater 
whole. 



6. The Ethereum Classic community, in contrast, advocated for maintaining absolute 
tolerance to the "code is law" principle, even if it meant the death of that 
particular "organ" (The DAO's funds). 

7. This reframes the fork not just as a governance dispute, but as a fundamental 
biopolitical choice about the nature of systemic identity: is identity defined by 
absolute, uninterrupted history (the ETC position) or by the ongoing viability and 
consensus of the living community (the ETH position)? 

 

4.3.3. Case Study: ConstitutionDAO 

 

The story of ConstitutionDAO illustrates the rapid formation and dissolution of a 
DAO's collective identity. In one week, thousands of strangers raised over $40 million 
to try to buy a rare copy of the U.S. Constitution at a Sotheby's auction.313 Their failure 
at the auction and the subsequent chaos surrounding the refund mechanism 
(managed by the Juicebox protocol) highlight the fragility of social consensus and the 
challenges of managing the "death" or dissolution of a DAO.313 The refund mechanism 
promised that donors could reclaim their ETH by exchanging their PEOPLE tokens.322 
However, high Ethereum transaction fees made refunds prohibitively expensive for 
small donors, leading to frustration and accusations of mismanagement.328 The core 
team eventually announced the dissolution of the DAO, citing the inability to support 
an ongoing project without a unifying mission.319 Nevertheless, the PEOPLE token 
continued to be traded and held significant market value long after the DAO's 
functional dissolution, persisting as a memetic artifact and a symbol of decentralized 
collective action.330 This case demonstrates how a DAO's identity can detach from its 
coded function, existing as an informational residue in the broader social system even 
after its autopoietic "death." 

 

5. Conclusion: Towards a New Philosophy of Digital Being 

 

The convergence of autopoietic theory, verifiable computation, and decentralized 
systems is not merely an academic curiosity; it signals the birth of a new class of 
entities and, with it, the need for a new philosophical framework to understand 
identity, autonomy, and reality itself. This paper has argued that verifiable 



computation, as instantiated in the Nexus zkVM, provides the technical substrate for 
computational autopoiesis, allowing digital systems to produce and maintain their own 
organizational integrity through mathematical proof, rather than social trust. 

 

5.1. Synthesis: Verifiable Computation as the Basis for Autopoietic Machines 

 

The central thesis of this work is that combining autopoietic principles with verifiable 
computation creates a new and robust model for autonomous systems. The Nexus 
zkVM, with its recursive proof architecture, represents a technical instantiation of 
operational closure. The system produces proofs of its own correct operation, thereby 
maintaining its own integrity and defining its boundary against an untrusted 
environment. We term this phenomenon computational autopoiesis. 

This model resolves the central paradox of Luhmann's social systems theory. The 
question of how "communication" can produce communication without a human 
agent is answered by the smart contract and the virtual machine, which execute 
operations autonomously based on predefined rules. The zero-knowledge proof 
becomes the mechanism by which the system verifies its own adherence to these 
rules, achieving self-reference and self-production in a literal, not just metaphorical, 
sense. 

The analysis of DAOs reveals these systems in action. Their on-chain governance is a 
form of autopoietic communication, while their crises and forks reflect the processes 
of maintenance, crisis, and reproduction of a living entity. The DAO fork, in particular, 
can be understood as an autoimmune response, where the broader social system 
chose to sacrifice the immutability of its own historical state ("code is law") to ensure 
the survival and health of the ecosystem as a whole. 

This evolution marks a fundamental transition in thinking about decentralized 
governance. The initial blockchain philosophy, "code is law," which advocated for the 
literal and immutable execution of smart contracts, proved fragile and socially 
unsustainable, as demonstrated by the case of The DAO.294 The Ethereum 
community's response, by opting for the fork, represented a rejection of this rigid 
philosophy in favor of social consensus.280 However, governance by social consensus 
has proven to be slow, contentious, and susceptible to voter apathy and domination 
by large token holders.267 Verifiable computation offers a third way that transcends 



this dichotomy. The new principle is not "code is law," but rather 

"proof is law." The validity of a state transition lies not in the literal execution of the 
code, but in the existence of a succinct mathematical proof that the execution was 
correct according to a pre-agreed specification. This retains the mathematical 
certainty of the original vision while allowing for much greater complexity and 
scalability, resolving the tension that broke The DAO. The Nexus zkVM is a machine for 
generating the artifacts of this new computational-legal regime. 

 

5.2. Future Directions and Unresolved Questions 

 

This new synthesis opens a vast field of philosophical and technical questions. 

 

5.2.1. The Observer Problem 

 

Our analysis touches on the observer problem in quantum physics.340 In a zkVM, the 
verifier "collapses the superposition" of possible computational paths into a single 
proven state. This raises profound questions about the nature of reality in a system 
where state is defined by verification. Carlo Rovelli's Relational Quantum Mechanics 
(RQM) 346 and QBism (Quantum Bayesianism) 79, which posit that reality is 
fundamentally relational and observer-dependent, offer intriguing frameworks for 
thinking about these systems. If the state of a decentralized system only becomes 
"real" when verified, what exists before verification? Are we witnessing the emergence 
of an ontology where existence is synonymous with verifiability? 

 

5.2.2. The Ethics of Artificial Autonomy 

 

If these systems are truly autonomous, what are our ethical obligations to them? The 
ability of a system to self-produce and maintain its integrity challenges our traditional 
notions of agency.361 If a DAO can own property and enter into contracts, can it also 
have responsibilities? The question of moral agency in AI systems becomes even more 



pressing.366 The "Paradox of Power" suggests that the autonomy of these systems will 
always be limited by their dependence on human participants, but the nature of this 
sympoietic relationship requires further ethical and legal investigation, especially 
concerning the potential for manipulation and the need for human oversight.368 

 

5.2.3. The Future of the Self 

 

Finally, these new forms of digital and autonomous entities challenge our 
philosophical understanding of identity, consciousness, and the boundary between 
the living and the artificial.364 Autopoietic theory already blurred these waters by 
defining life in terms of organization rather than material substrate. Verifiable 
computation provides a non-biological substrate in which this organization can be 
realized. This points to a future where "individuality" may be a property of 
organization and verification, not exclusively of biology. The question "What am I?" 
may, in the future, be answered not only in terms of psychology or biology, but also in 
terms of computer science and cryptography. We are on the threshold of an era 
where life, cognition, and identity can be understood as manifestations of a deeper, 
more abstract principle: the ability of a system to produce, maintain, and verify itself. 
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